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1. Introduction

Stateful Hash-Based Signature (HBS) schemes such as the Hierarchical Signature System (HSS),
eXtended Merkle Signature Scheme (XMSS), and XMSSMT combine Merkle trees with One-Time
Signatures (OTS). This is done in order to provide digital signature schemes that remain secure
even when quantum computers become available. Their theoretic security is well understood
and depends only on the security of the underlying hash function. As such, they can serve as an
important building block for quantum computer resistant information and communication
technology.

A stateful HBS private key consists of a finite collection of OTS keys, along with state information
that tracks the usage of these keys to ensure the security of the scheme. Only a limited number
of messages can be signed, and the private key's state must be updated and persisted after
signing to prevent reuse of OTS keys. While the right selection of algorithm parameters would
allow a private key to sign a virtually unbounded number of messages (e.g., 260) this is at the
cost of a larger signature size and longer signing time. Because the private key in stateful HBS
schemes is stateful and the number of signatures that can be generated is limited, these schemes
may be unsuitable for use in interactive protocols. However, in some use cases, the deployment
of stateful HBS schemes may be appropriate. Such use cases are described and discussed in
Section 3.

2. Conventions and Definitions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to
be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in
all capitals, as shown here.

3. Use Cases of Stateful HBS Schemes in X.509

As described in the Security Considerations in Section 10, it is imperative that stateful HBS
implementations do not reuse OTS signatures. This makes stateful HBS algorithms inappropriate
for general use cases. The exact conditions under which stateful HBS certificates may be used is
left to certificate policies [RFC3647]. However, the intended use of stateful HBS schemes as
described by [SP800208] can be used as a guideline:
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stateful HBS schemes are primarily intended for applications with the following
characteristics: 1) it is necessary to implement a digital signature scheme in the near
future; 2) the implementation will have a long lifetime; and 3) it would not be practical
to transition to a different digital signature scheme once the implementation has been
deployed.

In addition, since a stateful HBS private key can only generate a finite number of signatures, use
cases for stateful HBS public keys in certificates should have a predictable range of the number
of signatures that will be generated, falling safely below the maximum number of signatures
that a private key can generate.

Use cases where stateful HBS public keys in certificates may be appropriate due to the relatively
small number of signatures generated and the signer's ability to enforce security restrictions on
the signing environment include:

 Firmware signing (see Section 1.1 of [SP800208], [CNSA2.0], and Section 6.7 of [BSI])
* Software signing ([CNSA2.0] and [ANSSI])
* Certification Authority (CA) certificates

In each of these cases, the operator tightly controls their secured signing environment and can
mitigate OTS key reuse by employing state management strategies such as those in Section 10.
Also, for secure private key backup and restoration, adequate mechanisms have to be
implemented (see Section 11).

Generally speaking, stateful HBS public keys are not appropriate for use in end-entity
certificates, however, in the firmware and software signing cases, signature generation will
often be more tightly controlled. Some manufactures use common and well-established key
formats like X.509 for their code signing and update mechanisms. Also, there are multi-party
Internet of Things (IoT) ecosystems where publicly trusted code signing certificates are useful.

In general, root CAs [RFC4949] generate signatures in a more secure environment and issue
fewer certificates than subordinate CAs [RFC4949]. This makes the use of stateful HBS public keys
more appropriate in root CA certificates than in subordinate CA certificates. However, if a
subordinate CA can match the security and signature count restrictions of a root CA, for
example, if the subordinate CA only issues code-signing certificates, then using a stateful HBS
public key in the subordinate CA certificate may be practical.

4. Algorithm Identifiers and Parameters

In this document, we define new Object Identifiers (OIDs) for identifying the different stateful
hash-based signature algorithms. An additional OID is defined in [RFC9708] and repeated here
for convenience.

The AlgorithmIdentifier type is defined in [RFC5912] as follows:
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AlgorithmIdentifier {ALGORITHM-TYPE, ALGORITHM-TYPE:AlgorithmSet} ::=
SEQUENCE {
algorithm  ALGORITHM-TYPE.&id({AlgorithmSet}),
parameters ALGORITHM-TYPE.
&Params({AlgorithmSet}{@algorithm}) OPTIONAL

NOTE: The above syntax is from [RFC5912] and is compatible with the 2021 ASN.1
syntax [X680]. See [RFC5280] for the 1988 ASN.1 syntax.

The fields in AlgorithmIdentifier have the following meanings:

algorithm: this identifies the cryptographic algorithm with an OID.

parameters: these are optional and are the associated parameters for the algorithm identifier
in the algorithm field.

The parameters field of the AlgorithmIdentifier for HSS, XMSS, and xMssMT public keys MUST
be absent.

4.1. HSS Algorithm Identifier

The OID and public key algorithm identifier for HSS is defined in [RFC9708]. The definitions are
repeated here for reference.

The AlgorithmIdentifier for an HSS public key MUST use the id-alg-hss-lms-hashsig OID.

id-alg-hss-1lms-hashsig OBJECT IDENTIFIER ::= {
iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
smime(16) alg(3) 17 }

Note that the id-alg-hss-lms-hashsig algorithm identifier is also referred to as id-alg-mts-hashsig.
This synonym is based on the terminology used in an early draft of the document that became
[RFC8554].

The public key and signature values identify the hash function and the height used in the HSS

tree. [RFC8554] and [SP800208] define these values, and additional identifiers can be registered

in the "Leighton-Micali Signatures (LMS)" registry [TANA-LMS].

4.2. XMSS Algorithm Identifier

The AlgorithmlIdentifier for an XMSS public key MUST use the id-alg-xmss-hashsig OID.
id-alg-xmss-hashsig OBJECT IDENTIFIER ::= {

iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) algorithms(6) 34 }
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The public key and signature values identify the hash function and the height used in the XMSS
tree. [RFC8391] and [SP800208] define these values, and additional identifiers can be registered
in the "Leighton-Micali Signatures (LMS)" registry [TANA-XMSS].

4.3. xmssMT Algorithm Identifier
The AlgorithmIdentifier for an xMssMT public key MUST use the id-alg-xmssmt-hashsig OID.

id-alg-xmssmt-hashsig OBJECT IDENTIFIER ::= {
iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) algorithms(6) 35 }

The public key and signature values identify the hash function and the height used in the
XMSSMT tree. [RFC8391] and [SP800208] define these values, and additional identifiers can be
registered in the "Leighton-Micali Signatures (LMS)" registry [TANA-XMSS].

5. Public Key Identifiers

Certificates conforming to [RFC5280] can convey a public key for any public key algorithm. The
certificate indicates the algorithm through an algorithm identifier. An algorithm identifier
consists of an OID and optional parameters.

[RFC8554] defines the encoding of HSS public keys, and [RFC8391] defines the encodings of XMSS
and XMSsMT public keys. When used in a SubjectPublicKeyInfo type, the subjectPublicKey BIT
STRING contains these encodings of the public key.

This document defines ASN.1 [X680] OCTET STRING types for encoding the public keys when not
used in a SubjectPublicKeyInfo. The OCTET STRING is mapped to a subjectPublicKey (a value of
type BIT STRING) as follows: the most significant bit of the OCTET STRING value becomes the
most significant bit of the BIT STRING value, and so on; the least significant bit of the OCTET
STRING becomes the least significant bit of the BIT STRING.

5.1. HSS Public Keys
The HSS public key identifier is as follows:

pk-HSS-LMS-HashSig PUBLIC-KEY ::= {
IDENTIFIER id-alg-hss-1ms-hashsig
-- KEY no ASN.1 wrapping --
PARAMS ARE absent
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign } }

The HSS public key is defined as follows:
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HSS-LMS-HashSig-PublicKey ::= OCTET STRING

[RFC8554] defines the encoding of an HSS public key using the hss_public_key structure. See
[SP800208] and [RFC8554] for more information on the contents and format of an HSS public
key. Note that the Leighton-Micali Signature (LMS) single-tree signature scheme is instantiated as
HSS with the number of levels being equal to 1.

5.2. XMSS Public Keys
The XMSS public key identifier is as follows:

pk-XMSS-HashSig PUBLIC-KEY ::= {
IDENTIFIER id-alg-xmss-hashsig
-- KEY no ASN.1 wrapping --
PARAMS ARE absent
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign } }

The XMSS public key is defined as follows:
XMSS-HashSig-PublicKey ::= OCTET STRING

[RFC8391] defines the encoding of an XMSS public key using the xmss_public_key structure. See
[SP800208] and [RFC8391] for more information on the contents and format of an XMSS public
key.

5.3. XMSSMT Public Keys
The XMSSMT public key identifier is as follows:
pk-XMSSMT-HashSig PUBLIC-KEY ::= {
IDENTIFIER id-alg-xmssmt-hashsig
-- KEY no ASN.1 wrapping --
PARAMS ARE absent

CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign } }

The XMSSMT public key is defined as follows:
XMSSMT-HashSig-PublicKey ::= OCTET STRING

[RFC8391] defines the encoding of an xMssMT public key using the xmssmt_public_key
structure. See [SP800208] and [RFC8391] for more information on the contents and format of an
xMssMT public key.
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6. Key Usage Bits

The intended application for the key is indicated in the keyUsage certificate extension [RFC5280].
When id-alg-hss-lms-hashsig, id-alg-xmss-hashsig, or id-alg-xmssmt-hashsig appears in the
SubjectPublicKeyInfo field of a CA X.509 certificate [RFC5280], the certificate key usage extension
MUST contain at least one of the following values: digitalSignature, nonRepudiation, keyCertSign,
or cRLSign. However, it MUST NOT contain other values.

When id-alg-hss-lms-hashsig, id-alg-xmss-hashsig, or id-alg-xmssmt-hashsig appears in the
SubjectPublicKeyInfo field of an end entity X.509 certificate [RFC5280], the certificate key usage
extension MUST contain at least one of the following values: digitalSignature, nonRepudiation or
cRLSign. However, it MUST NOT contain other values.

7. Signature Algorithms

The same OIDs used to identify HSS, XMSS, and xMssMT public keys are also used to identify
their respective signatures. When these algorithm identifiers appear in the algorithm field of an
AlgorithmlIdentifier, the encoding MUST omit the parameters field. That is, the
AlgorithmIdentifier SHALL be a SEQUENCE of one component, one of the OIDs defined in the
following subsections.

When the signature algorithm identifiers described in this document are used to create a
signature on a message, no digest algorithm is applied to the message before signing. That is, the
full data to be signed is signed rather than a digest of the data.

The format of an HSS signature is described in Section 6.2 of [RFC8554]. The format of an XMSS
signature is described in Appendix B.2 of [RFC8391], and the format of an xMssMT signature is
described in Appendix C.2 of [RFC8391]. The octet string representing the signature is encoded

directly in a BIT STRING without adding any additional ASN.1 wrapping. For the Certificate and
CertificateList structures, the octet string is encoded in the "signatureValue" BIT STRING field.

7.1. HSS Signature Algorithm

The id-alg-hss-lms-hashsig OID is used to specify that an HSS signature was generated on the full
message, i.e., the message was not hashed before being processed by the HSS signature
algorithm.

See [SP800208] and [RFC8554] for more information on the contents and format of an HSS

signature.

7.2. XMSS Signature Algorithm

The id-alg-xmss-hashsig OID is used to specify that an XMSS signature was generated on the full
message, i.e., the message was not hashed before being processed by the XMSS signature
algorithm.
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See [SP800208] and [RFC8391] for more information on the contents and format of an XMSS
signature.

The signature generation MUST be performed according to Section 7.2 of [SP800208].

7.3. XMssMT Signature Algorithm

The id-alg-xmssmt-hashsig OID is used to specify that an XMssMT signature was generated on
the full message, i.e., the message was not hashed before being processed by the xMssMT
signature algorithm.

See [SP800208] and [RFC8391] for more information on the contents and format of an xMssMT
signature.

The signature generation MUST be performed according to Section 7.2 of [SP800208].

8. Key Generation

The key generation for XMSS and XMSSMT MuUST be performed according to Section 7.2 of
[SP800208].

9. ASN.1 Module

For reference purposes, the ASN.1 syntax is presented as an ASN.1 module here [X680]. Note that
as per [RFC5280], certificates use the Distinguished Encoding Rules; see [X690]. This ASN.1
module builds upon the conventions established in [RFC5912]. This module imports objects from
[RFC5912] and [RFC9708].

X509-SHBS-2024
{ iso(1) identified-organization(3) dod(6) internet(1) security(5)
mechanisms(5) pkix(7) id-mod(@) id-mod-pkix1-shbs-2024(114) }

DEFINITIONS IMPLICIT TAGS ::= BEGIN
EXPORTS ALL;

IMPORTS
PUBLIC-KEY, SIGNATURE-ALGORITHM
FROM AlgorithmInformation-2009 -- [RFC5912]
{ iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0)
id-mod-algorithmInformation-02(58) }

sa-HSS-LMS-HashSig, pk-HSS-LMS-HashSig
FROM MTS-HashSig-2013 -- [RFC9708]
{ iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
id-smime(16) id-mod(©) id-mod-mts-hashsig-2013(64) };

-- Object Identifiers
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-- id-alg-hss-1ms-hashsig is defined in [RFC9708]

id-alg-xmss-hashsig OBJECT IDENTIFIER ::= {
iso(1) identified-organization(3) dod(6) internet(1) security(5)
mechanisms(5) pkix(7) algorithms(6) 34 }

id-alg-xmssmt-hashsig OBJECT IDENTIFIER ::=
iso(1) identified-organization(3) dod(6) internet(1) security(5)
mechanisms(5) pkix(7) algorithms(6) 35 }

-- Signature Algorithms and Public Keys

-- sa-HSS-LMS-HashSig is defined in [RFC9708]

sa-XMSS-HashSig SIGNATURE-ALGORITHM ::= {
IDENTIFIER id-alg-xmss-hashsig
PARAMS ARE absent
PUBLIC-KEYS { pk-XMSS-HashSig }
SMIME-CAPS { IDENTIFIED BY id-alg-xmss-hashsig } }

sa-XMSSMT-HashSig SIGNATURE-ALGORITHM ::=
IDENTIFIER id-alg-xmssmt-hashsig
PARAMS ARE absent
PUBLIC-KEYS { pk-XMSSMT-HashSig }
SMIME-CAPS { IDENTIFIED BY id-alg-xmssmt-hashsig } }

-- pk-HSS-LMS-HashSig is defined in [RFC9708]

pk-XMSS-HashSig PUBLIC-KEY ::= {
IDENTIFIER id-alg-xmss-hashsig
-- KEY no ASN.1 wrapping --
PARAMS ARE absent
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign } }

XMSS-HashSig-PublicKey ::= OCTET STRING

pk-XMSSMT-HashSig PUBLIC-KEY ::= {
IDENTIFIER id-alg-xmssmt-hashsig
-- KEY no ASN.1 wrapping --
PARAMS ARE absent
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign } }

XMSSMT-HashSig-PublicKey ::= OCTET STRING

-- Public Key (pk-) Algorithms

PublicKeys PUBLIC-KEY ::= {

-- This expands PublicKeys from RFC 5912
pk-HSS-LMS-HashSig |

pk-XMSS-HashSig |

pk-XMSSMT-HashSig,
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}

-- Signature Algorithms (sa-)

SignatureAlgs SIGNATURE-ALGORITHM ::= {
-- This expands SignatureAlgorithms from RFC 5912
sa-HSS-LMS-HashSig |
sa-XMSS-HashSig |
sa-XMSSMT-HashSig,

END

10. Security Considerations

The security requirements of [SP800208] MUST be taken into account.

As stateful HBS private keys can only generate a limited number of signatures, a user needs to
be aware of the total number of signatures they intend to generate in their use case; otherwise,
they risk exhausting the number of OTS keys in their private key.

For stateful HBS schemes, it is crucial to stress the importance of correct state management. If an
attacker were able to obtain signatures for two different messages created using the same OTS
key, then it would become computationally feasible for that attacker to create forgeries [BH16].
As noted in [MCGREW] and [ETSI-TR-103-692], extreme care needs to be taken in order to avoid
the risk that an OTS key will be reused accidentally. This is a new requirement that most
developers will not be familiar with and requires careful handling.

Various strategies for a correct state management can be applied:

* Implement a record of all signatures generated by a key pair associated with a stateful HBS
instance, for example, by logging the OTS key indexes as signatures are generated. This
record may be stored outside the device that is used to generate the signature. Check the
record to prevent OTS key reuse before a new signature is released. If OTS key reuse is
detected, freeze all new signature generation by the private key, re-audit previously released
signatures (possibly revoking the private key if previously released signatures showed OTS
key reuse), and perform a post-failure audit.

* Use a stateful HBS instance only for a moderate number of signatures such that it is always
practical to keep a consistent record and be able to unambiguously trace back all generated
signatures.

 Apply the state reservation strategy described in Section 5 of [MCGREW], where upcoming
states are reserved in advance by the signer. In this way, the number of state
synchronizations between nonvolatile and volatile memory is reduced.
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11. Backup and Restore Management

Certificate authorities have high demands in order to ensure the availability of signature
generation throughout the validity period of signing key pairs.

Some usual backup and restore strategies when using a stateless signature scheme (e.g., SLH-
DSA) are to:

* duplicate private keying material and operate redundant signing devices.

* store and safeguard a copy of the private keying material such that it can be used to set up a
new signing device in case of technical difficulties.

For stateful HBS schemes, such straightforward backup and restore strategies will lead to OTS
reuse with high probability as a correct state management is not guaranteed. Strategies for
maintaining availability and keeping a correct state are described in Section 7 of [SP800208] and
[S-HBS].

12. IANA Considerations

IANA has registered the following OID for the ASN.1 module (see Section 9) in the "SMI Security
for PKIX Module Identifier" (1.3.6.1.5.5.7.0) registry:

Decimal Description References
114 id-mod-pkix1-shbs-2024  RFC 9802
Table 1

IANA has registered the following entries in the "SMI Security for PKIX
Algorithms" (1.3.6.1.5.5.7.6) registry [SMI-PKIX]:

Decimal Description References

34 id-alg-xmss-hashsig RFC 9802

35 id-alg-xmssmt-hashsig ~ RFC 9802
Table 2
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Appendix A. HSS X.509 v3 Certificate Example

This section shows a self-signed X.509 v3 certificate using HSS.

Certificate:

Data:

Version: 3 (0x2)
Serial Number:
€8:91:d6:06:91:4f:ce:f3

Signature Algorithm: hss

Issuer:

Validity
Not Before: May 14 08:58:11 2024 GMT
May 14 ©8:58:11 20834 GMT

Not After :

C =

us, ST =

Subject: C = US, ST

Subject Public Key Info:

VA,

L =

Herndon,

VA, L = Herndon,

Public Key Algorithm: hss
hss public key:

PQ key material:
00:
8b:
e2:
2b:

X509v3

58:15:AB:F4:CF:03:69:02:60:7A:57:4D:C5:D5:B3:72:

00
ea
7c
e9

:00:01:00:00
:38:30:78:eb
:b9:34:4e:6e
:7b:14:46 :9e
X509v3 extensions:
Subject Key Identifier:

8A:19:21:68
X509v3

Authority Key Identifier:
58:15:AB:F4:CF:03:69:02:60:7A:57:4D:C5:D5:B3:72:

8A:19:21:68

X509v3

CA:TRUE

X569v3

Signature
Signature

00:
df:
ed:
f7:
4d:
le:
e3:
b9:
fo:
41
3c:
02:
58:
92:
b3:
9e:

Van Geest, et al.

Va

100:
:5b:
‘e
118
:b3
:bd:
142
:39:
:81:
:7b:
:fe:
:70:
el
:db:
:ca:
lec:

01
ce

:2a:
:8b:
f9:

00:

Basic Constraints:

:00:05:00:00:00:04:¢c0:96:12:
:f6:fb:43:d7:7f:9f:9e:81:39:
:53:19:f0:ee:68:75:85:83:d3:
:4e:c5:e3:5a:18:0b:30:e5:13

critical

Key Usage: critical
Certificate Sign, CRL Sign
Algorithm: hss
lue:

00:
:ba:
.e7:
1c:

100:

:c2

:05:

169
:ac

182

.aa

seel

:8b:

:f4

145

00:
:50:
da:
103
:3f:
:70:
:8f:
:bd
154 :
:20:
124
217
:le
e7:
140
8b:

d4
01

9c
b7

co

00:00:
cc:6f:

8d:a7

:f3:1c:

87 :51

146 :b6:
:84:9b
:10:6c:
:30:d9
:30:16:
:23:87:
:45:62:
:2a:d1

eb:fc

65:b0:
d7:e6:

277
9c
:be
ad

144

b4
:d2
16
91
fe
146

127

fé

00 :
f3:

a’:

04 :
b1:
221
:95:
:38:
14d:
ob:
:7a:
:93:
le:
:65:
147
175
80:
:f8:
50:
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:5f:
:cd:
:05:
:dd:
:7e:
:c6b:
:a’z:
:8d:
:98:
:3e:
:86:
:da:
271
123
;a6
:bf:
:9a:
277
:5b:
:c4:
:d7:
:3e:
:55:
:d8:
=15
:18:
275
ceb:
:fe:
:a9:
:cf:
ce3:
:d4:
:51:
:b2:
:5a:
:8c:
:d9:
:83:
212
213
167
:c9:
(7f:
:36:
:2a:
:c3:
teb:
274
iec:
:63:
‘4c:
104 :
16T
:fo:
:a3:
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————— BEGIN CERTIFICATE-----
MIIGnjCCAXagAwIBAgIJAOiR1gaRT87zMABGCYqGSIb3DQEJEAMRMD8XCzAJBgNV
BAYTA1VTMQswCQYDVQQIDAJWQTEQMA4GATUEBWWHSGVybmRvbjERMA8GATUECgwWI
Qm9ndXMgQOEwWHhcNMjQWNTEOMDg10DEXWhcNMzQWNTEOMDg10DEXWjA/MQswCQYD
VQQGEwJVUZELMAKGATUECAWCVKEXEDAOBgNVBACMBOh1lcm5kb24XETAPBgNVBAOM
CEJvZ3VzIENBME4wDQYLKoZIhvcNAQkQAXEDPQAAAAABAAAABQAAAATALHKLG jgw
e0v2+0PXf5+egTnifLkOTm5TGfDuaHWFgIMre6XsURp50xeNaGAsw5R0jYzBhMBOG
A1UdDgQWBBRYFav@zwNpAmB6VO3F1bNyihkhaDATBgNVHSMEGDAWgBRYFav@zwNp
AmB6VO3F1bNyihkhaDAPBgNVHRMBAf8EBTADAQH/MA4GA1UdDWEB/WQEAWIBBjAN
BgsghkiG9wBBCRADEQOCBREAAAAAAAAAAAAAAAAENDAS/7nX3/VbAbpQwlDMb/0x
c98MKuqz7ZYezudYBdqNp3chQjLZ+UpN9ysYKhxcaQPzHJyVbTGaycqETa6zi8Nx
rD+HUb44tL /Z3JAfH1S9+Rp1cNRGtq1NbRa5+yn0447CSj+k jwGEmOQLIyKc123V@3EwTmZ
djgmeS9Xrb98nVfMNwOphCl7y@aFw4HFM5p1lwy8BSMpEbPGEPdBJwWSEF23dMuXI9
b85p8pHGFSWP2jh+71s+XzWrpngWKELBLC+eEVMsvcQke+nEzj3WQcddkpHDN8ty
RNcNcIUTC6yzD7D14y5IuZy41z58UGkDel+u+GwJYZdrzs318FX+BfiXHZ6BZfX/
mngM1tj4z9jcVc5negBr/bs/Gz111MFatqCOvqS+JpBfHWbU6 j+m10COvxhckg8V
AwVKFFEeI4Hvz/eoiHX4LSg3JocnY1wBUw5eU9KnGOsvwIJJBbBNM2+UEJF3+JCe
yv67PcRCTomEMELOJL00214rZqgn/bBjUefhyc10bAuBEc3ekaM9IL vk sWUGKH+UmZ————— END CERTIFICATE-----

Appendix B. XMSS X.509 v3 Certificate Example

This section shows a self-signed X.509 v3 certificate using XMSS.

Certificate:
Data:

Version: 3 (0x2)

Serial Number:
54:7e:64:70:29:9e:03:c5:7a:a5:5¢:78:d1:27:87:8c:
54:35:17:5d

Signature Algorithm: xmss

Issuer: C = FR, L = Paris, 0 = Bogus XMSS CA

Validity
Not Before: Jul 10 ©8:27:24 2024 GMT
Not After : Jul 8 ©8:27:24 2034 GMT
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Subject: C = FR, L =

Subject Public Key Info:
Public Key Algorithm: xmss

xmss public key:

PQ key material:

00:
50:
96 :

00
00
ed

100
:7b
:9b

HSS and XMSS for X.509

Paris,

101
:ad
178

1a:14:47 :be

29:

90

:0b

X509v3 extensions:

X509v3

X509v3

CA

X569v3

Signature
Signature

00:00:
57 .6a:

cf:e2
ad:e5

7a:30:

5a:f0
ec:31
31:45

83:f1
77 :99
0c:30
f4:60
fb:d5

5c:do:

33:28

03:4c:
85:d0:

bc:38
19:e0

33:f8:

f1:84

Van Geest, et al.

Algorithm: xmss

182

:2b:eb:bf:66:14:de:6f:96:5b:4d:2a:
:5¢:22:b0:13:79:72:02:14:a9:5f:fc:
:8e:d6:be:8c:1c:70:3c:d8:dd:78:b2:
:1f:0d:74:72:3f:36:76:c2:cb:19:ad:

:de:9b:7f:df

Subject Key Identifier:

Authority Key Identifier:

Basic Constraints: critical

:TRUE

Key Usage: critical
Certificate Sign, CRL Sign

Value:

00:00:
a7:3b:
:da:44:
:29:ef
18:37:
126 :cd
:4b:2f:
141 :ed
99:10:
:84:a5:
:d6:da
142 :f5:
:3f:4d
.ee:68:
av:.c5:
:35:e2:
b4:42:
8e:11:
:75:5e:
:7d:al:
52:22:
:65:d5:
:1e:60:
:24:95:
:ce:ab:
:27:¢c9:
:84:dc:
:08:51:
:cf:66:
:ff:62:
102 :4b:
:1c:al:
:1d:bd:
:e3:78:
217 :a2:

1d:14

e5:
54:
ea:
(4Af
cd
121
51
271
:34:
b6 :
145
ob:
:1d
f9:

88:
aa:
e8:
da:
134
164 :
450k
:c6:
ca:
00:
eb6:
7c:
148

:73:ad:4d:92:f8:
:8a:d9:f1:c2:0b:
:a8:b9:54:9¢c:49:
:21:5d:3b:64:63:

Standards Track

0 = Bogus XMSS CA

:CE:35:A5:47:77:FF:21:87:2E:BC:2D:27:E7:8E:F4:
:6B:CF:D8

:CE:35:A5:47:77:FF:21:87:2E:BC:2D:27:E7:8E:F4:
:6B:CF:D8
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:cd:4a:9a:34:cbh:
:65:25:81:04:63:
:75:bc:ed:4a:cbh:
:05:f6:34:0f:7b:
:5e:10:92:92:a3:
:a4:d5:63:00:68:
:4c:60:b4:2c:12:
:40:3d:67:e8:0b:
:a3:8c:48:dd:4c:
:0f:3fF:11:f7:7c:
:6f:6d:b0:29:8a:
:ae:8d:21:70:78:
:f6:b1:38:b1:2b:
:b8:3e:31:99:cc:
:€9:31:42:d0:26:
:63:b5:16:48:f2:
:0d:95:7b:2d:b9:
:11:5¢c:80:f4:f0:
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87:7a:5c:19:2f:d8:95:4a2:16:93:48:f3:97:25:3d:24:61:1e:
d0:63:37:ee:3a:c9:a3:46:¢c5:94:a0:7e:24:cc:7f:72:8d:14:
9e:3c:33:ec:cd:9a:dd:b5:08:90:98:19:95:85:38:ff:ff:d2:
1e:bf:a6:¢c4:97:13:2b:3d:47:€9:57:59:d3:7d:99:01:6e:53:
4d:c0:82:97:fb:89:d6:7c:b7:23:0e:7d:6e:23:88:53:06:8f:
16:ff:40:0a:1b:cd:d5:1e:91:01:3e:77:3a:5f:c1:57:3a:7b:
c6:d5:51:d7:e2:ec:89:12:6b:9d:03:e4:9d:bb:7d:4e:02:bf:
67:8d:03:ca:90:56:f0:9a:97:4b:02:2d:4c:31:89:82:76:97:
fe:2f:d5:0a:3d:ea:0d:38:6c:30:75:5f:ae:91:53:d7:45:64:
df:ba:0b:22:80:44:85:6d:0e:5c:29:7f:82:9e:54:a3:7a:95:
be:96:79:66:9d:5b:a2:d6:2e:47:¢c6:99:7d:2b:32:dc:f2:b6:
02:91:6d:63:d4:93:45:60:c4:42:71:10:9e:fb:90:2f:e6:75:
71:ce:78:70:c1:da:ff:e1:47:fe:79:2b:8e:9a:81:bf:dd:02:
e3:78:39:71:17:b3:23:14:11:9d:29:8e:21:a1:98:bB:ac:03:
5a:6c:9e:62:64:ef:4f:03:ca:37:a6:ed:e4:78:d5:0d:99:29:
f5:5c:61:€6:48:cb:97:0e:5e:f9:2c:f6:b6:c7:7c:0c:a4:f7:
1a:f7:67:b5:5c:03:bf:bf:7a:e2:4d:a2:9b:5d:5d:5f:51:d0:
d6:52:8f:2a:20:68:08:bb:f0:9c:05:0e:ef:b3:49:0c:2a:1d:
8f:f9:03:b7:61:09:71:88:7d:e2:8c:e4:b8:ac:98:1b:c3:80:
55:a1:6b:dd:13:a22:29:4f:93:93:d3:d5:01:31:3f:7b:39:0e:
3a:57:6c:eb:5c:6a:5f:1b:ad:97:bd:97:23:18:91:05:0e:2b:
b4:b1:11:ee:f8:58:¢c7:08:d0:de:a2:3e:ba:54:8d:3d:63:da:
91:50:3a:24:8d:19:18:23:2e:cf:30:8d:5d:e3:e7:02:93:fa:
c8:f8:ea:05:e6:eb:06:80:90:4d:15:58:3d:26:98:13:4b:b0:
ac:dd:90:2e:d0:e1:eb:71:32:83:5d:2a:a9:b9:b5:24:fc:e9:
ec:18:ca:c9:a1:05:59:3e:fa:af:ed:4e:86:b1:fe:40:47:9b:
42 :77:af:9c:2b:abB:e2:3e:fd:51:ab:02:77:e8:f1:39:45:aa:
54:b6:14:d4:14:20:fc:36:81:6:04:98:8a:a0:c0:8a:cf:ae:
f6:b5:dc:b7:eb:26:86:d3:cf:1¢c:38:65:54:04:b1:b5:09:48:
f5:2d:07:ba:f8:eb:49:bd:d9:b1:54:ea:ac:c2:0d:20:10:79:
cl:cb:e9:dc:2d:ff:55:50:4f:f6:05:02:78:31:33:6f:15:7e:
24:5a:66:23:70:b3:b2:0¢c:17:39:ce:15:38:c5:ff:60:16:38:
60:74:72:¢c9:70:d8:59:b7:80:7f:da:f6:67:3f:d0:ba:be:1b:
a1:87:da:92:2d:a3:6c:99:29:57:aa:cb:d1:8d:66:f1:2d:c9:
56:60:24:56:4b:19:9f:f5:65:84:89:86:7d:4d:8b:f8:5b:60:
dd:af:2d:66:76:6c:66:d9:c6:f5:39:25:6c:e5:7b:43:97:64:
5c:c5:20:1e:3d:b5:dc:92:b2:9¢c:d8:1b:1b:e@:bc:44:7b:9c:
95:¢5:53:48:91:b2:a5:46:16:bf:50:af:a5:44:cc:54:78:3f:
ed:20:d8:2e:0b:41:3d:f1:04:9d:df:3c:4a:d7:81:04:ff:8c:
b7:79:f8:51:8d:b7:2e:ac:2c:54:e6:fc:43:76:8e:f9:be:8c:
b8:5c:ad:c4:13:af:b0:6e:3b:d1:82:57:1e:f5:52:84:ca:cc:
d2:68:f3:2d:04:ff:27:0a:e6:a2:fa:c0:a9:97:d6:64:45:18:
5c:6f:9e:c1:64:22:66:db:56:02:c3:a8:57:fc:87:1b:5¢c:43:
15:8e:58:fc:f2:00:0b:4f:6a:4b:a0:5c:da:f2:e5:1b:82:4a:
6b:ef:db:63:d7:7d:93:1d:2f:20:78:37:17:22:82:cd:6b:c1:
83:61:05:81:99:0¢:25:29:d6:5f:22:bc:06:67:7d:67

————— BEGIN CERTIFICATE-----
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BwYiA4TJxQAAAAAA5YiouHOtTZLAXIHFimNXaqc7VKg2BorZ8cILyCceS6LP4tpE
6ujyQKi5VJIxJINhIk33St5SnvT9qIDSFAO2RjJICELZVE6MBG3zTQX3aydnkjbdAd5
hCFa8CbNIWR7dzNIWGebLLKFbczsMUsvUVU6heHKBBXObkc59ekxRUHtccZP1lvWu
ZGq9ctCMFWKZEBOUNMr1R+P3ZpaWEdWXdnaD8YS1tgBePmeXejLcyOtMKUZ3mdba
ReZ7jEVttS1lr/ZiiiYOMMEL1C3yXxbEd4tpnqUiknin@YDI9NHUiDgj jv+ssdhhGh
FZT71e50+US5PVRw874XjdcuhS1cOKDFmVLMeeccGN1uPQ9sBVEzKDXiA11fH+14
CsZi8H3+c5YDTLRC4wDC18vrURDEDGS4N/6FOI4RbaYWd7EeAdke8xCc3QG80HVe
j1ieW2x7CKEIWTWpOoMZ4H2h9c+jHE4H4a@D1fLTi3kz+FIiUxseMpphP8R8mujV
tSjxhGXVwTxNFpOIk2nK+pSglU4jrh5g40i0v/8W1XEPMXS7vrha6bySVi5UoE83j
gWX39Wéebqal6Bc6r8FRi2RL40Rp0368Vj4rfZyfJ7b3hgaaNmoTzkThZiXS074Tc
XAMaCOTX8HL8bYoBNJT1/whRG4Bf5wfYnyXkHcP45dCcUMImcfnM98CnBGYBtxeg
X2aXpP9irBygYwlwKOmQ1Vmk SNgHhwJLP2gjpQTcs9dF9tyw7MaQphyh+H6EumN+
WmQUeF j1dcD14R29SVFAQAgHMX9DLUI1202 jGuN48XivAk1UNImOB3K1C1IyvRei /HAwk fQT5ku60ZPTXhpvRpC6IENOKVxsT19FYOZ1t4NLsH8Y /nc1uH19/J
LY2MQnaHFYVLIWMgNOEb9gwehFPZGB7ZMUM404gShNgqOLHOD8cH1GMt14kcsBSZ
69TfMnS+DWMRIV36juILVhJWDEYWrUQQJpjcz8mVZz4RwXb6uBLglvbZkay/Sbhkc
jhUFU6yeBNJbuIe/gVD3AgqTAnBgPRax6gs9GFUJACTKJpeqQpZlo+ZMMe9Z26q01R
4pCeueBh291+3txiaBRrn4HFdzmOHXgw3txTgODD+vqUaCiRmIb/hgSpvVh8MTcf
250p88FIECBXX/W1E+t7EuJ9HMyX/09c0t320q0y61Gz77EeeQsAU/TyUnValxfF
MaBUTisoLE9reic6LATasxOETqRO1FyokXCrwEtTn7NqqU6KIul//exT52ptMgulL
g0znfXLsBGIcGkUeM443rmovyPvzaeORATPOV+kp1TsMnAzEy8M4XAHNTjHD2M4k
175xm81iWE8pcXeSSQK+GoEV /pTU5cP2sCuGHXWFLWOE2xsYzj0B81So1wkgx8lcxJ
gdzWamdSpVt/L7uR477WKPwiOHJm6A1zpyPGpok4C+XQs/FAOJXNFS5YRFOTV45RR
kUxd/tntw3agLTvcjbkxFfZ1WHQvV7QpIS1tX+sGcQrB2//GLxZzp3Zr8FunIVz9
8BHob5vQycn+NXZKSmObukisr@+RZ5xcR9jjLQMSXVHLVjRT1aZWtadZs50qRcvub
uuiSVvuaW1087ndPFxFJCG/1KROLddONnaK73X1F97uGS5BjJ86tE29pW4VOEbbmYx
LO6HelwZL9iVShaTSPOXJTOkYR7QYzfuOsmjRsWUoH4kzH9yjRSePDPszZrdtQiQ
mBmVhTj//9Iev6bE1xMrPUfpVInTfZkBbINNWIKX+4nWfLcjDn1uI4hTBo8W/BAK
G83VHpEBPNc6X8FX0OnvG1VHX4uyJEmudA+Sdu310Ar9onjQPKkFbwmpdLAiTMMYmC
dpf+L9UKPeoNOGwwdV+ukVPXRWTfugsigESFbQ5cKX+CnlSjepW+1nlmnVuili5H
xpl9KzLc8rYCkW1j1JINFYMRCcRCe+5Av5nVxznhwwdr /4Uf+eSuOmoG/3QLjeD1x
F7MjFBGdKY4hoZiwrANabJ5iZ09PA803pu3keNUNmSn1XGHmMSMuXD175LPa2x3wM
pPca92e1XA0/v3riTaKbXV1fUdDWUo8qIGgIu/CcBQ7vsOkMKh2P+Q03YQlxiH31
jOS4rJgbw4BVoWvdE6IpTS0TO9UBMTI70Q46V2zrXGpfG62XvZejGJEFDiu@sRHu
+FjHCNDeoj66VIO9Y9qRUDOKk jRKYIy7PMI1d4+cCk/rI+0oF5usGgJBNFVg9JpgT
S7Cs3ZAuBOHrcTKDXSqpubUk /0nsGMrJoQVZPvqv7U6Gsf5AR5tCd6+cK6DiPv1R
gqwJ36PES5RapUthTUFCD8NoHmMBJiKoMCKz672tdy36yaGe88cOGVUBLGT1CUj1LQe6
+0tJvdmxV0qswg@gEHNBYy+ncLf9VUE /2BQJ4MTNVFX4kWmY jcLOyDBc5zhU4xf9g
FjhgdHLJcNhZt4B/2vZnP9C6vhuhh9qSLaNsmS1XqsvRjWbxLc1WYCRWSxmfOWWE
1YZ9TYv4W2DdryTmdmxm2cb10SVs5XtD12RcxSAePbXckrKe2Bsb4LxEe5yVxVNI
kbK1Rha/UK+1RMxUeD/tINguCOE98QSd3zxK14EE/4y3efhRjbcurCxU5vxDdo75
vOoy4XK3EE6+wbjvRglce9VKEYyszSaPMtBP8nCuai+sCpl9ZkRRhcb57BZCJm21YC
wbhX/IcbXEMV]j1j88gALT2pLoFza8ulUbgkpr79tj132THS8geDcXIoLNa8GDYQWB
mQwlKdZfIrwGZ31n

————— END CERTIFICATE-----
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Appendix C. XMSSMT X.509 v3 Certificate Example

This section shows a self-signed X.509 v3 certificate using XMSSMT,

Certificate:
Data:

Version: 3 (0x2)

Serial Number:
5c:22:ad:8a:06:51:9e:67:02:6a:2d:43:3e:8b:c7:23:
43:77:80:c8

Signature Algorithm: xmssmt

Issuer: C = FR, L = Paris, 0 = Bogus XMSSMT CA

Validity
Not Before: Jul 10 ©08:28:04 2024 GMT
Not After : Jul 8 ©8:28:04 2034 GMT

Subject: C = FR, L = Paris, 0 = Bogus XMSSMT CA

Subject Public Key Info:

Public Key Algorithm: xmssmt

xmssmt public key:

PQ key material:
00:00:00:01:4b:a7:89:11:6f:fc:1d:fb:d3:e7:71:
73:b8:a2:48:ef:53:b9:9d:1f:c6:8a:7c:be:4f:8a:
29:fa:41:fd:bd:da:20:7f:f6:3b:bB:c5:b8:a7:c2:
f2:5a:f2:26:14:eb:36:f0:26:2f:87:74:fb:0e:d5:
7e:17:a0:d1:4d:b6:cf:51

X509v3 extensions:

X509v3 Subject Key Identifier:
7C:7D:59:B8:95:61:D5:03:6A:1E:3D:F1:24:AB:1D:ED:

04 :CD:DB:5F

X509v3 Authority Key Identifier:
7C:7D:59:B8:95:61:D5:03:6A:1E:3D:F1:24:AB:1D:ED:

04 :CD:DB:5F

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Certificate Sign, CRL Sign
Signature Algorithm: xmssmt
Signature Value:
00:00:00:57:c4:98:89:ff:d9:0a:8e:6e:6f:16:95:8c:ec:35:
42:21:c2:ca:56:ed:f8:81:f1:b2:4f:2b:6d:73:f4:37:55:fc:
f4:4e:15:eb:6b:90:de:34:fe:d6:96:70:94:8d:c1:e7:4a:32:
49:30:3a:40:a4:67:d2:fb:da:f8:d8:a1:7a:48:22:1c:e3:98:
bc:d0:68:85:29:c9:e5:f7:5c:56:d8:9c:80:be:68:ed:11:eb:
39:0f:ef:cb:09:b2:28:30:a6:2b:05:bc:de:11:22:be:c4:dc:
08:9a:3d:b4:49:37:1f:54:5e:5f:2d:93:62:b0:95:¢c5:5d:23:
92:f3:55:40:78:19:00:56:9e:a2:f1:0e:4b:ae:75:d6:92:09:
b1:79:ec:c9:18:67:19:09:86:83:74:5d:0a:06:ab:da:f0:af:
02:97:4d:d7:73:06:8b:a2:84:¢c7:09:af:dd:8b:15:39:e4:30:
9f:c9:00:25:a8:33:4d:de:e8:25:b6:35:0b:51:bf:7a:34:a7:
e8:84:e8:fa:39:5b:aa:37:6e:95:89:ac:26:4a:4e:ca:be:29:
08:4b:3c:28:a7:85:6a:ad:5a:d2:93:eb:12:e1:9a:87:1c:40:
3b:cf:15:6c:43:4e€:88:21:54:52:7e:0d:6d:17:29:8d:15:6°F:
ef:42:5a:a9:25:d0:97:80:61:31:22:a4:9f:25:17:51:ad:0b:
al:cb:93:b4:f5:a6:b0:22:1b:6d:50:64:2a:48:bd:05:16:88:
00:e3:7b:56:d0:03:b3:7a:2d:6a:0b:f3:de:a2:8c:6e:81:80:
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:c9:13:d1
:38:24:22
:fe:1c:cd
:55:64:66
:ac:a8:ch:
:a1:33:8a
:bc:08:49:
:fa:84:ac
:6e:18:79
:f3:e2:30
:9e:5e:51
:f8:9d:c1
:1c:6b:3b:
:18:f7:2e
:b5:8b:ch:
:7e:3a:df:
:1f:02:fc
:20:16:3f:

:b6
:8f:
:a8:
221
ed:
:84:
11:
227
:15:
41
:45:
:a7:
fa:
:45:
02:
84 :
:ca:
12:
:93:
:8e:
127
:82:
227
:fo:
:5d:
lc:
:e5:
ra2:
:de:
162

:eb:
co:
9d:
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red
101
:85:
:ba:
red
126
211
216
:98:
277
:50:
:f6
2e:
:0c:
:0a:
:f3
:9d
‘ce
161
212
‘4a:
.e7:
:7¢c:
‘b4 :
:da:
:2c:
:3a

:9d:0c:9c:ef:32:
:84:29:ac:f1:41
12:2e:79:f3:2c:
02:b5:56:ab:6f:
:56:96:d9:1d:8d
:2b:33:6a:79:d9:
:55:57:1b:01:10:
:df:09:12:09:bd

18:be:bb:3a:61

al1:19:7a:c3:04:
87:3f:30:8a:37:
:3d:43:96:a3:f7:30:
96:bc:97:41:4b:
03:4b:b4:83:09:
96:f9:e1:58:ff:
:03:2f:c7:d0:8b:
:fe:9e:c2:f0:do:
:3e:44:0a:3f:05:
:d3:6a:52:08:37:
:55:¢cb:05:01:23:
58:96:fa:b2:ef:
ca:b0:29:1a:25:
d8:0f:76:21:05:
0f:75:52:e5:b4:
dc:e6:84:6d:c2:
13:7f:e2:05:b5:
:28:e8:¢c3:96:ed:
:bf:5a:cc:f1:ee:
:3c:ff:df:1b:20:
:15:52:c7:a0:e7:
:62:c7:8a:a2:a6:
:74:3b:72:ab:1a:
:24:d1:2e:fc:66:
:00:16:da:b0:d4:
:b7:b4:63:28:e2:
:df:23:c4:f0:be:
:cf:d0:5e:3d:6e:

4c:f2:63:64:23:
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:4b:
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————— BEGIN CERTIFICATE-----

MITU6zCCAXOgAWIBAgIUXCKtigZRnmcCai1DPovHION3gMgwCgYIKwYBBQUHBiMw
NzELMAKGATUEBhMCR1IxDjAMBgNVBAcMBVBhcmlzMRgwFgYDVQQKDA9Cb2d1cyBY
TVNTTVQQQOEWHhcNMjQwNzEwMDgyODABWhcNMzQwNzA4MDgyODABWjA3MQswCQYD
VQQGEwJGUjEOMAWGATUEBWWFUGFyaXMxGDAWBgNVBAoMDOJvZ3VzIFhNUTNNVCBD
QTBTMA0oGCCsGAQUFBwY jABUAAAAAAUUNiRFv/B370+dxc7iiS09TuZOfxop8vk+K@pPr
EuGahxxA088VbENOiCFUUn4NbRcpjRVv70JaqSXQ14BhMSKknyUXUaBLocuTtPWm
sCIbbVBkKki9BRaIAON7VtADs3otagvz3qKMboGALI/p2HjtW5nJE9G263jDQCuh
€0QKUhKHXh@4JCKPWKN1IHBZOLY71Lx++k1z+HM20nX5+zxjinMVU3GJhdCNVZGYh
lkynLoqUpjuUQpehebpGsgMvtUStmRQPTh+1NjE5tVIChM4qEnSMxkMYFEaedvVEK
c0eB8CEkRs5j /ARRp18CgDFXkXuL6hKwns4UsmXFSnDP4nYzSE7xuGHkVpwLuFesn
2K8k0AKcyjDz4jBBL2KiLKWBG3FtsZS9xj2eX1FF31ve1+Y159h81Zjsfg74ncGn
e7NlsaFLLezZEkVrHwscazsKZnY59Myb4bcX91P8w6YY9y5FUrEYmXXRabt3yBqE
Xwa1i8sCsLIPvxcYZT2ncltxn5J+0t+EzGVexFtw/cwdnhJu+f8fAvzKIOWiG/Mpx
8T17MrTUwW6IgF j8SB3GV0O9SxHvyMHZzSMyKuMu3WTwRrShT6a59SGiN4nRsrz9/00
VBjqqq4UArFKauAkd@AojTcnnIdqgQnSAUBgT96EqICMjmOCvmbfhzBcuHEK6ZFo
cW6X1/AnTvquaoWsgMB4SENBK53bVMXwy /0G6JYEWJIXwil20gHg93K1dC1lbdx4Cf
/GRYTWON9tcajLIcCep9T3SZDUoMuLDvdN1vb9z1g+HjwuhYF7hEii3s31T2H2e1l
s8UZ+7nHGzzqvSzhQ2XRWhfck53FhQxVNBNJFZLiUhTRgapiAhq6ybBThY570U40
dgx517NIkr9VfilczTKbwUGno8231FyWHj4nTevwYUuk4zy7aYU36ZyY9Gh6YXeM
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vbkw1vH9aXg/1pl7aTmQs3y2i03NGdpCZOUyTKIW98ToJ5Nw7 fpeyo560ROVFbFZ
yZuRYQsG1cwuglLtJk92+U4i+r4BkfF6+edvnXzmvq2dCawaq79Zpr6kAH6AVEAQ+
250yN9vrhV1Doo2PBozLoh20oPJ/@pHzIzf /wqHkP59iUZ+wXP/puBAdPv4YEbPXG
h7UQhaQH6K+p7FB0XICMMczHs4EXCOt9HJ50Ah7v3gBbwcAETUb93Aukx jPmhQpg
OUOL+ULEM+AVmMRm/x4rG1lgSTN2td6L5z1IC4gQ+akUTPcgLTyfjgfdKbK//rQm44
ftzNp5DFLCugIze5ZBCmJ2hHxfHojUHBSeg1SM7ICEyt8q1d6WLryTxhhRjGNHP9
JgTwUIObZFSqVWzYo0iGB/5wnOR/Dog71U7HX+h/vKYvCkJjqLt1Fv8Nso5SNHmQMY
Jeil7i5363/0SU1ZmMH8gx6tIL34JPBhGIpaB1XIUAUXUJOYy+G7bcO1fNKrzNIOQ
8EFtyENWOXUHORYgs5myxzQlxA50W1EPezt/aqlBF7VHYi1PuWGXYOmuyq@xbksK
R5XTZgNOw5Z8AaCOroNFQuaSEo6Xb+igt32mdCSqILD6npjofLTaMOmUCJa3uVNP
dVBMTYLjz268+iNP+jMXfJi2HkeJPtmhgkIZJa6eP1NErJGW2FXDQB36rYY4Yron
LyYOvq2aAURCyFS10ukK//hBbTge4jOI0OpRPHMDQscKO1DTwMD7wkSXumDSBjZVO0
z+0dYYnJWRBo8rwuXL3ADx2cL3zAJyUUm96jdGQoFCyispA6pGpQ6Y7KeOW2dFbg
km19tC7g52aSFpKgw9tPBIBXTUoo7 r fMBO8X2 fwBux6yWwI9HT1qFc6GBlrczXXnl jvxeQ8EBq2CbepYTqpOCn97XKWr3nap
qcfZ4+vWhIACq9pMWOmMQKcXLWxwGYeiaz6TqnTEWaiE62SI1uDmdTO0Gdqjd2LTh
iPleYcMdh9+pMTN6s1A+8s2t0J2YX2zi8NgnucI3f420+IQTXyJtm4GIHOVTrrWwV
0cvQxuN47IxxbYxdQH19WD1cY3fMLqJjgXEwLT1kq7IKx5bnWv/sh5pf8cEWax+jS
gX0x9bx2yrS+nzm1LfI+xTLjrjz9dKE2W1xN9t7STWZhdIguS218KS/gKtbYk51B
VHt//MMchOBWwAh4+1dhnoN6@em3rZqFHMO60+QYtgD2NSfiJx0Q3EQAEQWi298K®S78ZkHPs8yurPnrHhn3vFQAFtqw1CtOxzX7CPI9nFINa
62u3tGMo4rad1AwTaoy7MMH7bELTI8TwviXfKzkRu4LD5/kESHfPBF49bh1l/s8Qv
XOxRX53Hj4ifIXmNoBc+F3009aJxc0azZxP1M8mNkIyLDcnFSQOK1kONZd1D/oQku
X/Z+F/Kiln4sdfKrnjZ4qle+xZFxcCy6A5GALl/SeFrz6gPQiKrV1FVfZsJKesTXb
JpZ3KJyJmdubVdQpFV9Uig1YqJUT1Rdsa7Aqo/0a7C60Dgjqj+GMWc99YADzv7fk
XwimAu/015yNb1bXyTXpS5c/S9SjK5jbvxCZSTUBE7FBzh9xwHXrbB79M6exXmH+8
yDGefuY6tMR3kz1WV2cFhIODAtm/BGv+cYqg+toquRLDd2x9qJuVQ1f8Dgdgbnz+m
vBtStUmTsCf9WdR9ael jNQub3gHUcAWIQUt21s3IZYy7mm7k8eIwE52jx2cWD329
rNygnBcBpicU+krBJz8He58vR1bM8JY46Vh8H2XxzEDWRaCo8X3T+N66L6evGBjBv
Y jxcbC3HWyRtzHU/19TmcmSKrQNnrc3LLXyCSanv6Lm+8myYQk4mRgRYpSvJiJuk
kX8iCRJSKtFONiLYU7w4k60ORGcXnyYMAtLawrJYyytAIaeTSKYZOdEm+SrK/81i/C
UvBVPIBGHEjqYXx01ngR2xXejoQnmg90S41Z/hNOFbybGJkHtmluu03BvXc7LrwUJB
6COounTqfHeHd1s2ED2HCFKU5SmCVwWRVJJ8FCqjJi7cpvBE4R0j094Ng6wWP+5mpSx
efMBFDgZNFm02azxgXe1LVnhKZYbE4CLEJQ+w1HbwSQGAkeWm65dJTSvS2Xziutl
fKVefKLWHUEgEwWte6mey679sRPt2MVhe@jNtb5w6QXABEW+Z jEKd1isUebCsT1N46
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sNjSl4iaF2g+eaiwStenPGPFKcF1ldnR+wt64Sc4mX9JilQ9¢czGXxTwKR1BVLRUjiu
chd8Amdrdjjncqo4cFévopjAwXqgbeyQUY3VmYs5BWrrDIc3WOsAkSx9im3BIxXBE /NSji8dEO99ChVs
SQhTVYSFXHNTZzj4Y5QSSppnbTXvHqZn0qpBIc3ph9ZJz2rQmdKE5dOOC+TLgCO+8
L59t4do98KVGtheVuGsTffOhMY23R6BFqiBT1vA866LneiaMxsfLDyFa30YGxbIt
pTu3AfOPVRteWABW1KN/SI5KZ6QUXeC6tvmb595h2GeDrLcB62LFIrhI0pZV+xpK
XGMw83gFpqsM5z0giPfi400b/WY8FL7UINEy1lduX/9nCvHrI5LokxbIuFvhTr7RX
ViUm9TZI6wwg+Ttz/929IIEMOVWJITUYbBbY135aZ6g15YHLYN5Ko8XWiXGT1Ut /My
FzUalLZb1XvzNVDBJr28aQtmYUnJzdHK3cpWAHTFa5I03ttQUAAtZzny8HXIkqg3TW
LJwgsQp4b612 jWw3AjW9b5nuBUU28TRgehJXJ2gFJhRT1PJBNPrdduCpsHaewQcToO
Pa60UVQ3Za0KySigPwTtVFnEnx09cJdf+URT/xWfAXN7QWvA94+jJysDOTePvZF1
TXSpnBVgpCXcTP1+Wfx0k3yJj3GOpplmXmolpMCm+iX3aFyKAvV7Sc2J4Xd41Rup
IXhu9HriBOUOIVK/BMOMaV3X81dxn9gB4PMQzBUt/Z14/9wfj6kxDQ+f9CyhPU+y
UZJo80zYX8RVoUzIEUkFfgWTX/12mYUYKSRgFF2zef1lLf0QicYrCZkXSQRRAWUwK
tSurvceZQ+Ic3QubUlnLPRfDUVW3FF5/xuRJcqHSIN1YHZz4+YmtrX23 /HBDoKFM1a
ZgzrAnag1Fbm6L6h8Mc js@+GkBpaFo4HDSTR7g0Ynw==

----- END CERTIFICATE-----
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       This document specifies algorithm identifiers and ASN.1 encoding
      formats for the following stateful Hash-Based Signature (HBS) schemes:
      Hierarchical Signature System (HSS), eXtended Merkle Signature Scheme
      (XMSS), and XMSS MT (a multi-tree variant of XMSS).  This specification
      applies to the Internet X.509 Public Key Infrastructure (PKI) when
      digital signatures are used to sign certificates and certificate
      revocation lists (CRLs).
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       Introduction
       Stateful Hash-Based Signature (HBS) schemes such as the Hierarchical
      Signature System (HSS), eXtended Merkle Signature Scheme (XMSS), and
      XMSS MT combine Merkle trees with One-Time Signatures (OTS). This is
      done in order to provide digital signature schemes that remain secure
      even when quantum computers become available. Their theoretic security
      is well understood and depends only on the security of the underlying
      hash function. As such, they can serve as an important building block for
      quantum computer resistant information and communication technology.
       A stateful HBS private key consists of a finite collection of OTS
      keys, along with state information that tracks the usage of these keys
      to ensure the security of the scheme. Only a limited number of messages
      can be signed, and the private key's state must be updated and persisted
      after signing to prevent reuse of OTS keys.  While the right selection
      of algorithm parameters would allow a private key to sign a virtually
      unbounded number of messages (e.g., 2 60), this is at the cost
      of a larger signature size and longer signing time. Because the private
      key in stateful HBS schemes is stateful and the number of signatures
      that can be generated is limited, these schemes may be unsuitable for
      use in interactive protocols. However, in some use cases, the deployment
      of stateful HBS schemes may be appropriate. Such use cases are described
      and discussed in  .
    
     
       Conventions and Definitions
       
    The key words " MUST", " MUST NOT",
    " REQUIRED", " SHALL", " SHALL NOT",
    " SHOULD", " SHOULD NOT",
    " RECOMMENDED", " NOT RECOMMENDED",
    " MAY", and " OPTIONAL" in this document are to be
    interpreted as described in BCP 14     when, and only when, they appear in all capitals, as
    shown here.
      
    
     
       Use Cases of Stateful HBS Schemes in X.509
       As described in the Security Considerations in  , it is imperative that stateful HBS
      implementations do not reuse OTS signatures. This makes stateful HBS
      algorithms inappropriate for general use cases. The exact conditions
      under which stateful HBS certificates may be used is left to certificate
      policies  .  However, the intended use of stateful
      HBS schemes as described by   can be used as a
      guideline:
       
	stateful HBS schemes are primarily intended for applications
	with the following characteristics: 1) it is necessary to implement a
	digital signature scheme in the near future; 2) the implementation
	will have a long lifetime; and 3) it would not be practical to
	transition to a different digital signature scheme once the
	implementation has been deployed.
      
       In addition, since a stateful HBS private key can only generate a
      finite number of signatures, use cases for stateful HBS public keys in
      certificates should have a predictable range of the number of signatures
      that will be generated, falling safely below the maximum number of
      signatures that a private key can generate.
       Use cases where stateful HBS public keys in certificates may be
      appropriate due to the relatively small number of signatures generated
      and the signer's ability to enforce security restrictions on the signing
      environment include:
       
         
           Firmware signing (see Section 1.1 of  ,
           , and Section 6.7 of  )
        
         
           Software signing (  and  )
        
         
           Certification Authority (CA) certificates
        
      
       In each of these cases, the operator tightly controls their secured
      signing environment and can mitigate OTS key reuse by employing state
      management strategies such as those in  . Also, for secure private key backup and
      restoration, adequate mechanisms have to be implemented (see  ).
       Generally speaking, stateful HBS public keys are not appropriate for
      use in end-entity certificates, however, in the firmware and software
      signing cases, signature generation will often be more tightly
      controlled. Some manufactures use common and well-established key
      formats like X.509 for their code signing and update mechanisms. Also,
      there are multi-party Internet of Things (IoT) ecosystems where publicly
      trusted code signing certificates are useful.
       In general, root CAs   generate signatures in
      a more secure environment and issue fewer certificates than subordinate
      CAs  . This makes the use of stateful HBS public
      keys more appropriate in root CA certificates than in subordinate CA
      certificates. However, if a subordinate CA can match the security and
      signature count restrictions of a root CA, for example, if the
      subordinate CA only issues code-signing certificates, then using a
      stateful HBS public key in the subordinate CA certificate may be
      practical.
    
     
       Algorithm Identifiers and Parameters
       In this document, we define new Object Identifiers (OIDs) for
      identifying the different stateful hash-based signature algorithms. An
      additional OID is defined in   and repeated here
      for convenience.
       The AlgorithmIdentifier type is defined in   as follows:
       
AlgorithmIdentifier{ALGORITHM-TYPE, ALGORITHM-TYPE:AlgorithmSet} ::=
        SEQUENCE {
            algorithm   ALGORITHM-TYPE.&id({AlgorithmSet}),
            parameters  ALGORITHM-TYPE.
                   &Params({AlgorithmSet}{@algorithm}) OPTIONAL
        }

       
         NOTE: The above syntax is from   and is
        compatible with the 2021 ASN.1 syntax  .  See
          for the 1988 ASN.1 syntax.
      
       The fields in AlgorithmIdentifier have the following meanings:
       
         algorithm:
         this identifies the cryptographic algorithm with an OID.
         parameters:
         these are optional and are the associated parameters for
          the algorithm identifier in the algorithm field.
      
       The parameters field of the AlgorithmIdentifier for HSS, XMSS, and
      XMSS MT public keys  MUST be absent.
       
         HSS Algorithm Identifier
         The OID and public key algorithm identifier for HSS
        is defined in  . The definitions are repeated
        here for reference.
         The AlgorithmIdentifier for an HSS public key  MUST
        use the id-alg-hss-lms-hashsig OID.
         
   id-alg-hss-lms-hashsig  OBJECT IDENTIFIER ::= {
      iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
      smime(16) alg(3) 17 }

         Note that the id-alg-hss-lms-hashsig algorithm identifier is also
        referred to as id-alg-mts-hashsig. This synonym is based on the
        terminology used in an early draft of the document that became  .
         The public key and signature values identify the hash function and
        the height used in the HSS tree.   and   define these values, and additional identifiers can be registered in the "Leighton-Micali Signatures (LMS)" registry  .
      
       
         XMSS Algorithm Identifier
         The AlgorithmIdentifier for an XMSS public key  MUST
        use the id-alg-xmss-hashsig OID.
         
   id-alg-xmss-hashsig  OBJECT IDENTIFIER ::= {
      iso(1) identified-organization(3) dod(6) internet(1)
      security(5) mechanisms(5) pkix(7) algorithms(6) 34 }

         The public key and signature values identify the hash function and
        the height used in the XMSS tree.   and   define these values, and additional identifiers can be registered in the "Leighton-Micali Signatures (LMS)" registry  .
      
       
         XMSS MT Algorithm Identifier
         The AlgorithmIdentifier for an XMSS MT public key
	 MUST use the id-alg-xmssmt-hashsig OID.
         
   id-alg-xmssmt-hashsig  OBJECT IDENTIFIER ::= {
      iso(1) identified-organization(3) dod(6) internet(1)
      security(5) mechanisms(5) pkix(7) algorithms(6) 35 }

         The public key and signature values identify the hash function and
        the height used in the XMSS MT tree.   and
          define these values, and additional identifiers can be registered in the "Leighton-Micali Signatures (LMS)" registry
         .
      
    
     
       Public Key Identifiers
       Certificates conforming to   can convey a
      public key for any public key algorithm. The certificate indicates the
      algorithm through an algorithm identifier. An algorithm identifier
      consists of an OID and optional parameters.
         defines the encoding of HSS public keys, and
        defines the encodings of XMSS and XMSS MT
      public keys.  When used in a SubjectPublicKeyInfo type, the
      subjectPublicKey BIT STRING contains these encodings of the public
      key.
       This document defines ASN.1   OCTET STRING types
      for encoding the public keys when not used in a
      SubjectPublicKeyInfo. The OCTET STRING is mapped to a subjectPublicKey
      (a value of type BIT STRING) as follows: the most significant bit of the
      OCTET STRING value becomes the most significant bit of the BIT STRING
      value, and so on; the least significant bit of the OCTET STRING becomes
      the least significant bit of the BIT STRING.
       
         HSS Public Keys
         The HSS public key identifier is as follows:
         
   pk-HSS-LMS-HashSig PUBLIC-KEY ::= {
      IDENTIFIER id-alg-hss-lms-hashsig
      -- KEY no ASN.1 wrapping --
      PARAMS ARE absent
      CERT-KEY-USAGE
         { digitalSignature, nonRepudiation, keyCertSign, cRLSign } }

         The HSS public key is defined as follows:
         
   HSS-LMS-HashSig-PublicKey ::= OCTET STRING

         
	    defines the encoding of an HSS public key
	  using the  hss_public_key structure. See   and   for more
	  information on the contents and format of an HSS public key. Note
	  that the Leighton-Micali Signature (LMS) single-tree signature
	  scheme is instantiated as HSS with the number of levels being equal
	  to 1.
      
       
         XMSS Public Keys
         The XMSS public key identifier is as follows:
         
   pk-XMSS-HashSig PUBLIC-KEY ::= {
      IDENTIFIER id-alg-xmss-hashsig
      -- KEY no ASN.1 wrapping --
      PARAMS ARE absent
      CERT-KEY-USAGE
         { digitalSignature, nonRepudiation, keyCertSign, cRLSign } }

         The XMSS public key is defined as follows:
         
   XMSS-HashSig-PublicKey ::= OCTET STRING

           defines the encoding of an XMSS public key using the
 xmss_public_key structure. See   and   for more information
on the contents and format of an XMSS public key.
      
       
         XMSS MT Public Keys
         The XMSS MT public key identifier is as follows:
         
   pk-XMSSMT-HashSig PUBLIC-KEY ::= {
      IDENTIFIER id-alg-xmssmt-hashsig
      -- KEY no ASN.1 wrapping --
      PARAMS ARE absent
      CERT-KEY-USAGE
         { digitalSignature, nonRepudiation, keyCertSign, cRLSign } }

         The XMSS MT public key is defined as follows:
         
   XMSSMT-HashSig-PublicKey ::= OCTET STRING

           defines the encoding of an XMSS MT public key using the
 xmssmt_public_key structure. See   and   for more information
on the contents and format of an XMSS MT public key.
      
    
     
       Key Usage Bits
       The intended application for the key is indicated in the keyUsage
      certificate extension  .  When
      id-alg-hss-lms-hashsig, id-alg-xmss-hashsig, or id-alg-xmssmt-hashsig
      appears in the SubjectPublicKeyInfo field of a CA X.509 certificate
       , the certificate key usage extension
       MUST contain at least one of the following values:
      digitalSignature, nonRepudiation, keyCertSign, or cRLSign. However, it
       MUST NOT contain other values.
       When id-alg-hss-lms-hashsig, id-alg-xmss-hashsig, or
      id-alg-xmssmt-hashsig appears in the SubjectPublicKeyInfo field of an
      end entity X.509 certificate  , the certificate
      key usage extension  MUST contain at least one of the
      following values: digitalSignature, nonRepudiation or cRLSign. However,
      it  MUST NOT contain other values.
    
     
       Signature Algorithms
       The same OIDs used to identify HSS, XMSS, and XMSS MT public keys are
      also used to identify their respective signatures.  When these algorithm
      identifiers appear in the algorithm field of an AlgorithmIdentifier, the
      encoding  MUST omit the parameters field. That is, the
      AlgorithmIdentifier  SHALL be a SEQUENCE of one component,
      one of the OIDs defined in the following subsections.
       When the signature algorithm identifiers described in this document
      are used to create a signature on a message, no digest algorithm is
      applied to the message before signing.  That is, the full data to be
      signed is signed rather than a digest of the data.
       The format of an HSS signature is described in  . The format of an XMSS signature
      is described in  , and the format of an XMSS MT signature is described
      in  .  The octet
      string representing the signature is encoded directly in a BIT STRING
      without adding any additional ASN.1 wrapping. For the Certificate and
      CertificateList structures, the octet string is encoded in the
      "signatureValue" BIT STRING field.
       
         HSS Signature Algorithm
         The id-alg-hss-lms-hashsig OID is used to specify that an HSS
        signature was generated on the full message, i.e., the message was not
        hashed before being processed by the HSS signature algorithm.
         See   and   for more
        information on the contents and format of an HSS signature.
      
       
         XMSS Signature Algorithm
         The id-alg-xmss-hashsig OID is used to specify that an XMSS
        signature was generated on the full message, i.e., the message was not
        hashed before being processed by the XMSS signature algorithm.
         See   and   for more
        information on the contents and format of an XMSS signature.
         The signature generation  MUST be performed according
        to Section 7.2 of  .
      
       
         XMSS MT Signature Algorithm
         The id-alg-xmssmt-hashsig OID is used to specify that an XMSS MT
        signature was generated on the full message, i.e., the message was not
        hashed before being processed by the XMSS MT signature algorithm.
         See   and   for more
        information on the contents and format of an XMSS MT signature.
         The signature generation  MUST be performed according
        to Section 7.2 of  .
      
    
     
       Key Generation
       The key generation for XMSS and XMSS MT  MUST be
      performed according to Section 7.2 of  .
    
     
       ASN.1 Module
       For reference purposes, the ASN.1 syntax is presented as an ASN.1
      module here  .  Note that as per  , certificates use the Distinguished Encoding Rules;
      see  .  This ASN.1 module builds upon the
      conventions established in  . This module imports
      objects from   and  .
       
X509-SHBS-2024
  { iso(1) identified-organization(3) dod(6) internet(1) security(5)
    mechanisms(5) pkix(7) id-mod(0) id-mod-pkix1-shbs-2024(114) }

DEFINITIONS IMPLICIT TAGS ::= BEGIN

EXPORTS ALL;

IMPORTS
  PUBLIC-KEY, SIGNATURE-ALGORITHM
    FROM AlgorithmInformation-2009  -- [RFC5912]
      { iso(1) identified-organization(3) dod(6) internet(1)
        security(5) mechanisms(5) pkix(7) id-mod(0)
        id-mod-algorithmInformation-02(58) }

  sa-HSS-LMS-HashSig, pk-HSS-LMS-HashSig
    FROM MTS-HashSig-2013 -- [RFC9708]
      { iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
        id-smime(16) id-mod(0) id-mod-mts-hashsig-2013(64) };

--
-- Object Identifiers
--

-- id-alg-hss-lms-hashsig is defined in [RFC9708]

id-alg-xmss-hashsig  OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) algorithms(6) 34 }

id-alg-xmssmt-hashsig  OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) algorithms(6) 35 }

--
-- Signature Algorithms and Public Keys
--

-- sa-HSS-LMS-HashSig is defined in [RFC9708]

sa-XMSS-HashSig SIGNATURE-ALGORITHM ::= {
   IDENTIFIER id-alg-xmss-hashsig
   PARAMS ARE absent
   PUBLIC-KEYS { pk-XMSS-HashSig }
   SMIME-CAPS { IDENTIFIED BY id-alg-xmss-hashsig } }

sa-XMSSMT-HashSig SIGNATURE-ALGORITHM ::= {
   IDENTIFIER id-alg-xmssmt-hashsig
   PARAMS ARE absent
   PUBLIC-KEYS { pk-XMSSMT-HashSig }
   SMIME-CAPS { IDENTIFIED BY id-alg-xmssmt-hashsig } }

-- pk-HSS-LMS-HashSig is defined in [RFC9708]

pk-XMSS-HashSig PUBLIC-KEY ::= {
   IDENTIFIER id-alg-xmss-hashsig
   -- KEY no ASN.1 wrapping --
   PARAMS ARE absent
   CERT-KEY-USAGE
      { digitalSignature, nonRepudiation, keyCertSign, cRLSign } }

XMSS-HashSig-PublicKey ::= OCTET STRING

pk-XMSSMT-HashSig PUBLIC-KEY ::= {
   IDENTIFIER id-alg-xmssmt-hashsig
   -- KEY no ASN.1 wrapping --
   PARAMS ARE absent
   CERT-KEY-USAGE
      { digitalSignature, nonRepudiation, keyCertSign, cRLSign } }

XMSSMT-HashSig-PublicKey ::= OCTET STRING

--
-- Public Key (pk-) Algorithms
--
PublicKeys PUBLIC-KEY ::= {
   -- This expands PublicKeys from RFC 5912
   pk-HSS-LMS-HashSig |
   pk-XMSS-HashSig |
   pk-XMSSMT-HashSig,
   ...
}

--
-- Signature Algorithms (sa-)
--
SignatureAlgs SIGNATURE-ALGORITHM ::= {
   -- This expands SignatureAlgorithms from RFC 5912
   sa-HSS-LMS-HashSig |
   sa-XMSS-HashSig |
   sa-XMSSMT-HashSig,
   ...
}

END

    
     
       Security Considerations
       The security requirements of    MUST be taken into account.
       As stateful HBS private keys can only generate a limited number of
      signatures, a user needs to be aware of the total number of signatures
      they intend to generate in their use case; otherwise, they risk
      exhausting the number of OTS keys in their private key.
       For stateful HBS schemes, it is crucial to stress the importance of

      correct state management.  If an attacker were able to obtain signatures
      for two different messages created using the same OTS key, then it would
      become computationally feasible for that attacker to create forgeries
       . As noted in   and  , extreme care needs to be taken in order to
      avoid the risk that an OTS key will be reused accidentally.  This is a
      new requirement that most developers will not be familiar with and
      requires careful handling.
       Various strategies for a correct state management can be applied:
       
         
           Implement a record of all signatures generated by a key pair
          associated with a stateful HBS instance, for example, by logging the
          OTS key indexes as signatures are generated. This record may be
          stored outside the device that is used to generate the
          signature. Check the record to prevent OTS key reuse before a new
          signature is released. If OTS key reuse is detected, freeze all new
          signature generation by the private key, re-audit previously
          released signatures (possibly revoking the private key if previously
          released signatures showed OTS key reuse), and perform a
          post-failure audit.
        
         
           Use a stateful HBS instance only for a moderate number of
          signatures such that it is always practical to keep a consistent
          record and be able to unambiguously trace back all generated
          signatures.
        
         
           Apply the state reservation strategy described in Section 5 of
           , where upcoming states are reserved in
          advance by the signer. In this way, the number of state
          synchronizations between nonvolatile and volatile memory is
          reduced.
        
      
    
     
       Backup and Restore Management
       Certificate authorities have high demands in order to ensure the
      availability of signature generation throughout the validity period of
      signing key pairs.
       Some usual backup and restore strategies when using a stateless signature
   scheme (e.g., SLH-DSA) are to:
       
         duplicate private keying material and operate redundant signing
     devices.
         store and safeguard a copy of the private keying material such that
     it can be used to set up a new signing device in case of technical
     difficulties.
      
       For stateful HBS schemes, such straightforward backup and restore
      strategies will lead to OTS reuse with high probability as a correct
      state management is not guaranteed.  Strategies for maintaining
      availability and keeping a correct state are described in Section 7 of
        and  .
    
     
       IANA Considerations
       IANA has registered the following OID for the ASN.1 module (see  ) in the "SMI Security for PKIX Module
      Identifier" (1.3.6.1.5.5.7.0) registry:
       
         
           
             Decimal
             Description
             References
          
        
         
           
             114
             id-mod-pkix1-shbs-2024
             RFC 9802
          
        
      
       IANA has registered the following entries in the "SMI Security for PKIX Algorithms"
      (1.3.6.1.5.5.7.6) registry  :
       
         
           
             Decimal
             Description
             References
          
        
         
           
             34
             id-alg-xmss-hashsig
             RFC 9802
          
           
             35
             id-alg-xmssmt-hashsig
             RFC 9802
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               RFC 2119 specifies common key words that may be used in protocol specifications. This document aims to reduce the ambiguity by clarifying that only UPPERCASE usage of the key words have the defined special meanings.
            
          
           
           
           
        
         
           
             XMSS: eXtended Merkle Signature Scheme
             
             
             
             
             
             
             
               This note describes the eXtended Merkle Signature Scheme (XMSS), a hash-based digital signature system that is based on existing descriptions in scientific literature. This note specifies Winternitz One-Time Signature Plus (WOTS+), a one-time signature scheme; XMSS, a single-tree scheme; and XMSS^MT, a multi-tree variant of XMSS. Both XMSS and XMSS^MT use WOTS+ as a main building block. XMSS provides cryptographic digital signatures without relying on the conjectured hardness of mathematical problems. Instead, it is proven that it only relies on the properties of cryptographic hash functions. XMSS provides strong security guarantees and is even secure when the collision resistance of the underlying hash function is broken. It is suitable for compact implementations, is relatively simple to implement, and naturally resists side-channel attacks. Unlike most other signature systems, hash-based signatures can so far withstand known attacks using quantum computers.
            
          
           
           
        
         
           
             Leighton-Micali Hash-Based Signatures
             
             
             
             
             
               This note describes a digital-signature system based on cryptographic hash functions, following the seminal work in this area of Lamport, Diffie, Winternitz, and Merkle, as adapted by Leighton and Micali in 1995. It specifies a one-time signature scheme and a general signature scheme. These systems provide asymmetric authentication without using large integer mathematics and can achieve a high security level. They are suitable for compact implementations, are relatively simple to implement, and are naturally resistant to side-channel attacks. Unlike many other signature systems, hash-based signatures would still be secure even if it proves feasible for an attacker to build a quantum computer.
               This document is a product of the Crypto Forum Research Group (CFRG) in the IRTF. This has been reviewed by many researchers, both in the research group and outside of it. The Acknowledgements section lists many of them.
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               This document specifies the conventions for using the Hierarchical Signature System (HSS) / Leighton-Micali Signature (LMS) hash-based signature algorithm with the Cryptographic Message Syntax (CMS). In addition, the algorithm identifier and public key syntax are provided. The HSS/LMS algorithm is one form of hash-based digital signature; it is described in RFC 8554. This document obsoletes RFC 8708.
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               This document specifies algorithm identifiers and ASN.1 encoding formats for digital signatures and subject public keys used in the Internet X.509 Public Key Infrastructure (PKI). Digital signatures are used to sign certificates and certificate revocation list (CRLs). Certificates include the public key of the named subject. [STANDARDS-TRACK]
            
          
           
           
        
         
           
             Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework
             
             
             
             
             
             
             
               This document presents a framework to assist the writers of certificate policies or certification practice statements for participants within public key infrastructures, such as certification authorities, policy authorities, and communities of interest that wish to rely on certificates. In particular, the framework provides a comprehensive list of topics that potentially (at the writer's discretion) need to be covered in a certificate policy or a certification practice statement. This document supersedes RFC 2527.
            
          
           
           
        
         
           
             Internet Security Glossary, Version 2
             
             
             
               This Glossary provides definitions, abbreviations, and explanations of terminology for information system security. The 334 pages of entries offer recommendations to improve the comprehensibility of written material that is generated in the Internet Standards Process (RFC 2026). The recommendations follow the principles that such writing should (a) use the same term or definition whenever the same concept is mentioned; (b) use terms in their plainest, dictionary sense; (c) use terms that are already well-established in open publications; and (d) avoid terms that either favor a particular vendor or favor a particular technology or mechanism over other, competing techniques that already exist or could be developed. This memo provides information for the Internet community.
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               This document specifies algorithm identifiers and ASN.1 encoding formats for elliptic curve constructs using the curve25519 and curve448 curves. The signature algorithms covered are Ed25519 and Ed448. The key agreement algorithms covered are X25519 and X448. The encoding for public key, private key, and Edwards-curve Digital Signature Algorithm (EdDSA) structures is provided.
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               When the Curdle Security Working Group was chartered, a range of object identifiers was donated by DigiCert, Inc. for the purpose of registering the Edwards Elliptic Curve key agreement and signature algorithms. This donated set of OIDs allowed for shorter values than would be possible using the existing S/MIME or PKIX arcs. This document describes the donated range and the identifiers that were assigned from that range, transfers control of that range to IANA, and establishes IANA allocation policies for any future assignments within that range.
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               Stateful Hash-Based Signature Schemes (S-HBS) such as LMS, HSS, XMSS and XMSS^MT combine Merkle trees with One-Time Signatures (OTS) to provide signatures that are resistant against attacks using large- scale quantum computers. Unlike conventional stateless digital signature schemes, S-HBS have a state to keep track of which OTS keys have been used, as double-signing with the same OTS key allows forgeries. This document provides guidance and documents security considerations for the operational and technical aspects of deploying systems that rely on S-HBS. Management of the state of the S-HBS, including any handling of redundant key material, is a sensitive topic, and we discuss some approaches to handle the associated challenges. We also describe the challenges that need to be resolved before certain approaches should be considered.
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       HSS X.509 v3 Certificate Example
       This section shows a self-signed X.509 v3 certificate using HSS.
       
Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number:
            e8:91:d6:06:91:4f:ce:f3
        Signature Algorithm: hss
        Issuer: C = US, ST = VA, L = Herndon, O = Bogus CA
        Validity
            Not Before: May 14 08:58:11 2024 GMT
            Not After : May 14 08:58:11 2034 GMT
        Subject: C = US, ST = VA, L = Herndon, O = Bogus CA
        Subject Public Key Info:
            Public Key Algorithm: hss
                hss public key:
                PQ key material:
                    00:00:00:01:00:00:00:05:00:00:00:04:c0:96:12:
                    8b:ea:38:30:78:eb:f6:fb:43:d7:7f:9f:9e:81:39:
                    e2:7c:b9:34:4e:6e:53:19:f0:ee:68:75:85:83:d3:
                    2b:e9:7b:14:46:9e:4e:c5:e3:5a:18:0b:30:e5:13
        X509v3 extensions:
            X509v3 Subject Key Identifier:
                58:15:AB:F4:CF:03:69:02:60:7A:57:4D:C5:D5:B3:72:
                8A:19:21:68
            X509v3 Authority Key Identifier:
                58:15:AB:F4:CF:03:69:02:60:7A:57:4D:C5:D5:B3:72:
                8A:19:21:68
            X509v3 Basic Constraints: critical
                CA:TRUE
            X509v3 Key Usage: critical
                Certificate Sign, CRL Sign
    Signature Algorithm: hss
    Signature Value:
        00:00:00:00:00:00:00:00:00:00:00:04:9c:37:52:ff:b9:d7:
        df:f5:5b:01:ba:50:c2:50:cc:6f:f3:b1:73:df:0c:2a:ea:b3:
        ed:96:1e:ce:e7:58:05:da:8d:a7:77:21:42:32:d9:f9:4a:4d:
        f7:2b:18:2a:1c:5c:69:03:f3:1c:9c:95:6d:31:9a:c9:ca:84:
        4d:ae:b3:8b:c3:71:ac:3f:87:51:be:38:b4:bf:d9:dc:90:1f:
        1e:54:bd:f9:1a:65:70:d4:46:b6:ad:4d:6d:16:b9:fb:29:f4:
        e3:86:42:4a:3f:a4:8f:01:84:9b:44:0b:23:22:9c:97:6d:d5:
        b9:26:39:11:ab:46:82:bd:10:6c:b4:7a:64:ed:c7:40:b0:33:
        f0:b5:81:1c:b4:41:54:9c:30:d9:d2:93:ba:48:8c:4f:d0:25:
        41:60:7b:90:5e:12:20:b7:30:16:16:1e:b7:ee:d8:4b:ee:ed:
        3c:70:fc:ff:36:18:aa:24:23:87:91:65:a8:95:2d:b6:1c:d1:
        02:7b:70:81:8a:18:17:c0:45:62:fe:47:a1:3e:69:54:31:67:
        58:9a:e1:e3:c9:8d:ee:1e:2a:d1:46:75:e9:e4:90:67:01:57:
        92:54:db:b4:ea:de:8b:e7:eb:fc:27:80:9b:d5:da:e0:8e:b0:
        b3:08:ca:6f:a1:1c:f4:40:65:b0:f6:f8:c9:a7:97:04:c8:7c:
        9e:56:ec:2f:4b:cd:45:8b:d7:e6:a7:50:c7:e6:21:2c:17:31:
        23:11:7a:ae:9a:b5:84:5f:e6:5c:82:99:a8:3a:a9:91:87:9a:
        24:5c:83:01:91:7c:fc:cd:be:2e:92:50:fb:12:11:96:08:0d:
        c9:24:0d:bb:6f:fb:59:05:af:7f:96:bc:a3:f4:58:e2:fa:0a:
        4a:f2:4c:f7:b3:1b:81:dd:4a:41:a0:b1:dd:52:4c:bb:6d:c0:
        a8:d9:bb:29:c8:fc:e3:7e:f8:6a:e5:5e:c4:e4:e8:7c:0b:00:
        87:15:75:a2:06:50:97:c6:1f:14:52:79:04:a8:9c:ec:b1:c7:
        6a:46:33:98:b8:63:f7:a7:2c:d4:62:78:94:1c:5d:9d:4f:a6:
        0a:ae:39:50:85:b2:09:8d:62:c9:4c:11:9f:0c:91:a5:ac:2d:
        11:bd:71:b6:0c:ea:34:98:53:fc:2e:cc:7b:a4:9c:2e:7a:a4:
        8d:e2:e8:8c:01:a9:9c:3e:b5:34:77:33:82:01:d4:ef:72:04:
        d6:5b:e5:f6:2c:1b:ae:86:c4:73:02:44:85:d6:f7:ac:a3:e8:
        f6:a9:b5:5c:6d:46:88:da:55:b8:2b:7a:4c:0c:9a:e7:cd:5d:
        62:8a:ca:c8:96:ce:8d:71:7b:d2:c1:0d:9a:35:55:2b:84:3e:
        0e:a5:fa:d6:a0:76:8e:23:b3:df:c9:3b:4f:68:56:1e:e9:3c:
        79:5b:d3:25:54:11:ad:a6:ac:58:11:49:8f:4d:c4:c1:39:99:
        76:3a:a6:d1:2f:57:ad:bf:7c:9d:57:cc:37:0d:29:84:29:7b:
        cb:46:85:c3:81:c5:33:9a:65:c3:2f:01:48:ca:44:6c:f1:84:
        3d:d0:49:c2:c1:05:db:77:4c:b9:72:3d:6f:ce:69:f2:91:c6:
        15:25:8f:da:38:7e:ef:5b:3e:5f:35:ab:a6:78:16:28:42:c1:
        2c:2f:9e:11:53:2c:bd:c4:24:7b:e9:c4:ce:3d:d6:41:c7:5d:
        92:91:c3:37:cb:72:44:d7:0d:70:85:13:0b:ac:b3:0f:b0:e5:
        e3:2e:48:b9:9c:b8:d7:3e:7c:50:69:03:7a:5f:ae:f8:6c:09:
        61:97:6b:ce:cd:e5:f0:55:fe:05:f8:97:1d:9e:81:65:f5:ff:
        9a:7a:8c:96:d8:f8:cf:d8:dc:55:ce:67:7a:00:6b:fd:bb:3f:
        1b:3d:65:94:c1:5a:b6:a0:8e:be:a4:be:26:90:5f:1f:06:d4:
        ea:3f:a6:97:40:8e:bf:18:5c:92:0f:15:e3:05:4a:14:51:1e:
        23:81:ef:cf:f7:a8:88:75:f8:2d:28:37:26:87:27:63:5c:01:
        53:0e:5e:53:d2:a7:18:eb:2f:c0:82:49:05:b0:4d:33:6f:94:
        10:91:77:f8:90:9e:ca:fe:bb:3d:c4:42:d6:89:84:98:42:f4:
        24:b3:b4:db:5e:2b:66:a9:ff:6c:18:d4:79:f8:72:73:53:9b:
        02:ed:04:73:77:a4:68:cf:4b:be:4b:16:50:62:87:f9:49:99:
        e3:a1:0c:42:92:bc:a9:e3:2d:22:82:35:7f:71:15:88:70:6a:
        01:ab:44:64:ad:e5:52:d4:97:ee:bb:44:7b:6e:08:7f:dd:94:
        fd:c9:1c:6b:59:d1:92:51:29:03:ce:ec:bf:41:a5:14:69:54:
        3a:b4:39:d9:44:5d:f1:b2:f4:5c:6b:9f:c9:5f:bb:fc:c8:c7:
        a3:8b:e1:ec:e2:d0:69:5a:40:1c:9c:9d:8a:3d:77:3b:c1:5d:
        c0:72:61:4b:37:c5:96:8c:6d:8b:f8:56:da:ac:3e:3c:72:09:
        ce:f6:c3:fe:5d:cf:37:d9:68:cd:a7:dd:f7:96:63:da:8c:1d:
        df:b8:32:cf:eb:97:11:83:fe:6b:aa:b9:e2:4b:b2:ea:62:73:
        c3:1c:e9:40:90:56:4f:12:c3:ba:f4:2b:d9:1c:50:cc:e0:51:
        d8:eb:bf:67:28:0c:2d:13:8d:b3:6f:13:6a:1d:a7:54:20:ba:
        82:5b:b8:e5:1f:89:f1:67:26:c1:dc:1b:60:57:ed:a6:2c:f2:
        17:01:7f:a5:e7:5c:64:c9:3c:08:f2:cf:48:ec:88:84:ef:03:
        c2:f5:eb:05:31:7d:fe:7f:3c:71:41:28:17:64:5f:b9:ec:54:
        79:d0:b3:98:fb:84:9c:36:8b:43:0b:d4:c9:ec:09:4a:70:13:
        62:f2:36:c8:b4:75:cc:2a:77:08:a0:9d:ef:19:d6:88:dc:e2:
        b2:4e:40:61:71:cb:c7:c3:de:16:6f:49:7f:5e:d5:17:00:00:
        00:05:79:47:12:9f:ce:eb:1d:a8:fd:0d:b0:18:44:6a:ef:54:
        28:46:e4:19:f6:2d:3e:74:bb:9d:36:0a:ae:67:4a:28:7a:1b:
        80:39:a0:08:2a:28:a0:ec:55:ee:55:aa:a1:cc:94:d4:36:1a:
        b3:57:25:30:ad:2c:5e:63:ba:22:fc:aa:7a:59:64:f6:d8:03:
        20:28:71:f9:dc:09:fa:4c:81:b9:64:1b:ad:ea:cb:db:18:17:
        5d:d8:98:bd:d2:8d:c5:04:7c:5b:92:9a:89:f6:bc:d6:55:c7:
        08:5d:3c:58:8e:18:ac:6f:88:a8:d7:9e:d4:ee:5d:f5:21:4e:
        a5:8b:19:5f:e3:f4:66:f9:25:4d:f9:c6:60:62:31:72:5c:34:
        34:67:1a:a7:6a:7d:54:a3:d8:9b:1f:5b:f8:08:41:79:5b:43

       
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

    
     
       XMSS X.509 v3 Certificate Example
       This section shows a self-signed X.509 v3 certificate using XMSS.
       
Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number:
            54:7e:64:70:29:9e:03:c5:7a:a5:5c:78:d1:27:87:8c:
            54:35:17:5d
        Signature Algorithm: xmss
        Issuer: C = FR, L = Paris, O = Bogus XMSS CA
        Validity
            Not Before: Jul 10 08:27:24 2024 GMT
            Not After : Jul  8 08:27:24 2034 GMT
        Subject: C = FR, L = Paris, O = Bogus XMSS CA
        Subject Public Key Info:
            Public Key Algorithm: xmss
                xmss public key:
                PQ key material:
                    00:00:00:01:2b:eb:bf:66:14:de:6f:96:5b:4d:2a:
                    50:00:7b:ad:5c:22:b0:13:79:72:02:14:a9:5f:fc:
                    96:e0:9b:78:8e:d6:be:8c:1c:70:3c:d8:dd:78:b2:
                    1a:14:47:be:1f:0d:74:72:3f:36:76:c2:cb:19:ad:
                    29:90:0b:82:de:9b:7f:df
        X509v3 extensions:
            X509v3 Subject Key Identifier:
                62:CE:35:A5:47:77:FF:21:87:2E:BC:2D:27:E7:8E:F4:
                35:6B:CF:D8
            X509v3 Authority Key Identifier:
                62:CE:35:A5:47:77:FF:21:87:2E:BC:2D:27:E7:8E:F4:
                35:6B:CF:D8
            X509v3 Basic Constraints: critical
                CA:TRUE
            X509v3 Key Usage: critical
                Certificate Sign, CRL Sign
    Signature Algorithm: xmss
    Signature Value:
        00:00:00:00:e5:88:a8:b8:73:ad:4d:92:f8:5c:81:c5:8a:63:
        57:6a:a7:3b:54:aa:b6:06:8a:d9:f1:c2:0b:c8:27:1e:4b:a2:
        cf:e2:da:44:ea:e8:f2:40:a8:b9:54:9c:49:36:12:24:df:74:
        ad:e5:29:ef:4f:da:88:0d:21:5d:3b:64:63:27:d0:84:b5:95:
        7a:30:18:37:cd:34:17:dd:ac:9d:9e:48:db:74:07:79:84:21:
        5a:f0:26:cd:21:64:7b:77:33:48:58:67:9b:2c:b2:85:6d:cc:
        ec:31:4b:2f:51:55:3a:85:e1:ca:04:15:ce:6e:47:39:f5:e9:
        31:45:41:ed:71:c6:4f:96:f5:ae:64:6a:bd:72:d0:8c:17:02:
        99:10:1d:14:34:ca:e5:47:e3:f7:66:96:96:11:d5:97:76:76:
        83:f1:84:a5:b6:00:5e:3e:67:97:7a:32:dc:c8:eb:4c:29:46:
        77:99:d6:da:45:e6:7b:8c:45:6d:b5:29:6b:fd:98:a2:89:8d:
        0c:30:42:f5:0b:7c:97:c5:b1:1d:e2:da:67:a9:48:a4:9e:29:
        f4:60:3f:4d:1d:48:83:82:38:ef:fa:cb:1d:86:11:a1:15:94:
        fb:d5:ee:68:f9:44:b9:3d:54:70:f3:be:17:8d:d7:2e:85:2d:
        5c:d0:a0:c5:99:52:cc:79:e7:1c:18:d9:6e:3d:0f:6c:05:51:
        33:28:35:e2:02:59:5f:1f:ed:78:0a:c6:62:f0:7d:fe:73:96:
        03:4c:b4:42:e3:00:c2:d7:cb:eb:51:10:c4:0c:64:b8:37:fe:
        85:d0:8e:11:6d:a6:16:77:b1:1e:01:d9:1e:f3:10:9c:dd:01:
        bc:38:75:5e:8f:58:9e:5b:6c:7b:0a:41:08:59:35:a9:3a:83:
        19:e0:7d:a1:f5:cf:a3:1c:4e:07:e1:ad:03:95:f2:d3:8b:79:
        33:f8:52:22:53:1b:1e:32:9a:61:3f:c4:7c:9a:e8:d5:b5:28:
        f1:84:65:d5:c1:fc:4d:16:93:88:93:69:ca:fa:94:a0:95:4e:
        23:ae:1e:60:e0:e8:b4:bf:ff:16:95:71:0f:31:74:bb:be:b8:
        5a:eb:24:95:8b:95:28:13:cd:e3:a9:65:f7:f5:6e:9b:a9:a9:
        7a:05:ce:ab:f0:54:62:d9:12:f8:a1:1a:68:df:af:15:8f:8a:
        df:67:27:c9:ed:bd:e1:81:a6:8d:9a:84:f3:91:36:d9:89:74:
        8e:ef:84:dc:5c:03:1a:08:e4:d7:f0:72:fc:6d:8a:01:34:94:
        e5:ff:08:51:1b:80:5f:e7:07:d8:9f:25:e4:1d:c3:f8:e5:d0:
        9c:50:cf:66:71:f9:cc:f7:c0:a7:d0:66:01:b7:17:a0:5f:66:
        97:a4:ff:62:ac:1c:a0:63:0d:30:28:e9:90:d5:59:a4:48:d8:
        07:87:02:4b:3f:68:23:a5:04:dc:b3:d7:45:f6:dc:b0:ec:c6:
        90:a6:1c:a1:f8:7e:84:ba:63:7e:5a:64:14:78:58:f5:75:c0:
        f5:e1:1d:bd:49:57:c0:40:08:07:99:7f:43:2e:e2:25:d8:ed:
        a3:1a:e3:78:f1:78:af:02:49:54:36:59:8e:d3:72:a5:0b:52:
        32:bd:17:a2:cf:e1:47:21:28:3d:ba:b6:24:d9:18:f9:44:73:
        35:ed:29:a4:18:bc:ed:68:cd:4a:9a:34:cb:1a:2f:b3:5f:ba:
        73:9b:18:ee:7a:a8:92:25:65:25:81:04:63:1c:22:2b:b8:ba:
        81:21:bc:f9:9d:a8:78:98:75:bc:ed:4a:c6:b7:6f:c0:91:24:
        eb:1d:f9:5d:e0:e3:78:4e:05:f6:34:0f:7b:41:54:49:20:a2:
        30:66:94:f1:da:c1:6c:3f:5e:10:92:92:a3:0c:7e:e8:8b:26:
        11:1c:d7:68:c9:31:79:b3:a4:d5:63:00:68:c3:e3:86:2d:09:
        92:4b:2d:63:7d:b8:03:a4:4c:60:b4:2c:12:d5:0b:9f:16:28:
        ea:88:2f:bb:1c:19:0b:0f:40:3d:67:e8:0b:fa:c6:e3:39:44:
        b2:bd:8a:3f:21:dd:aa:ec:a3:8c:48:dd:4c:99:43:86:d7:48:
        81:6b:e5:b9:bb:59:9f:1c:0f:3f:11:f7:7c:4b:67:a8:95:c2:
        7c:cb:3b:66:b0:79:a6:55:6f:6d:b0:29:8a:5e:7b:ee:30:68:
        f3:dd:41:29:91:f6:79:71:ae:8d:21:70:78:1d:5d:d2:f7:cf:
        e7:42:38:d1:8c:52:a6:a6:f6:b1:38:b1:2b:23:81:e1:1f:21:
        6d:99:3f:10:eb:b1:a9:73:b8:3e:31:99:cc:dd:2b:df:58:27:
        db:0b:5a:29:99:8f:b1:9f:e9:31:42:d0:26:db:53:b7:7e:30:
        41:95:c3:f0:07:83:bb:b0:63:b5:16:48:f2:a6:60:2f:32:5d:
        22:a1:da:76:4e:37:26:53:0d:95:7b:2d:b9:05:2f:93:2b:d4:
        df:c1:02:5b:f7:a5:a2:4f:11:5c:80:f4:f0:bd:c7:ea:3c:db:
        6f:e2:eb:6c:7f:c3:58:d9:31:77:4b:4d:f7:ce:bb:d6:c8:64:
        a3:01:d5:f9:a4:8d:e8:f0:ee:09:06:2c:0b:3c:ac:0a:57:d8:
        e4:81:79:ea:4a:bd:51:03:88:4c:d0:4c:0b:c4:0c:7e:2d:e7:
        df:1b:67:62:c0:d1:9c:ad:bb:d3:f0:75:dd:83:aa:70:99:2c:
        19:78:3d:26:2b:47:6f:24:c1:60:02:1e:4b:75:04:91:1f:08:
        1c:b3:79:a0:9b:db:fb:5d:3f:c7:e3:09:1f:41:3e:64:bb:ad:
        19:3d:35:e1:a6:f4:69:0b:a2:04:37:42:95:c6:c7:e5:f4:56:
        0e:67:5b:78:34:bb:07:f1:8f:e7:73:5b:87:d7:df:c9:2d:8d:
        8c:42:76:87:15:85:4b:23:03:20:34:e1:1b:f6:0c:1e:84:53:
        d9:1b:4e:d9:31:43:38:3b:88:12:84:d8:2a:38:b1:ce:0f:c7:
        07:d4:63:2d:97:89:1c:b3:44:99:eb:d4:df:32:74:be:0d:63:
        11:22:fd:fa:8e:e2:0b:56:12:56:0c:46:16:ad:44:10:26:98:
        dc:cf:c9:95:67:3e:11:c1:76:fa:b8:12:ea:96:f6:d9:91:ac:
        bf:49:b9:1c:8e:15:05:53:ac:9e:04:d2:5b:b8:87:bf:81:50:
        f7:02:a4:c0:9c:18:0f:45:ac:7a:82:cf:46:15:42:40:09:32:
        89:a5:ea:90:a5:99:68:f9:93:0c:7b:d6:7a:a8:e9:51:e2:90:
        9e:b9:ed:21:db:d9:7e:de:dc:62:6b:44:6b:9f:81:c5:77:39:
        8e:1d:78:30:de:dc:53:80:e0:c3:fa:fa:94:68:28:91:98:86:
        ff:86:04:a9:bd:58:7c:31:37:1f:db:9a:29:f3:c1:48:10:20:
        71:5f:fc:35:13:eb:7b:12:e2:7d:1c:cc:97:fe:8f:5c:a2:dd:
        f6:d2:a3:b2:ea:51:b3:ef:b1:1e:79:0b:00:53:f4:f2:52:75:
        5a:d7:17:c5:31:a0:54:4e:2b:28:2c:4f:6b:7a:27:3a:2c:04:
        da:b3:1d:04:4e:a4:4e:94:5c:a8:91:70:ab:c0:4b:75:9f:b3:
        6a:a9:4e:8a:22:e9:7f:fd:ec:53:e7:6a:6d:32:0b:8b:ab:4c:
        e7:7d:72:ec:04:62:1c:1a:45:1e:33:8e:37:ae:6a:2f:c8:fb:
        f3:69:ed:11:01:f3:f4:57:e9:29:d5:3b:0c:9c:0c:c4:cb:c3:
        38:5c:01:e7:d6:31:c3:d8:ce:24:d7:be:71:9b:c8:96:13:ca:
        5c:5d:e4:92:40:af:86:a0:4b:ff:a7:55:39:70:fd:ac:0a:e1:
        87:c7:01:4b:c3:41:36:c6:c6:33:8f:4f:25:4a:8d:70:92:ac:
        7c:95:cc:49:a9:dc:d6:6a:67:52:a5:5b:7f:2f:bb:91:e3:be:
        d6:28:fc:22:d0:72:66:e8:09:73:a7:23:c6:a6:89:38:0b:e5:
        d0:b3:f1:40:38:9c:4d:17:96:11:17:44:ef:e3:94:51:91:4c:
        5d:fe:d9:ed:c3:76:a0:2d:3b:dc:8d:b9:31:15:f6:75:58:74:
        2f:57:b4:29:21:29:6d:5f:eb:06:71:0a:f4:db:ff:c6:2f:16:
        73:a7:76:6b:d0:5b:a7:21:5c:fd:f0:11:e8:6f:9b:d0:c9:c9:
        fe:35:76:4a:4a:63:9b:ba:48:ac:af:4f:91:67:9c:5c:47:d8:
        e3:2d:03:12:5e:f1:cb:56:34:75:69:95:ad:68:96:6c:e7:4a:
        91:72:fb:9b:ba:e8:92:56:fb:9a:5b:5d:3b:9d:d3:c5:c4:52:
        42:1b:f9:4a:47:42:dd:77:49:da:2b:bd:d7:94:5f:7b:b8:64:
        b9:06:32:7c:ea:d1:36:f6:95:b8:57:41:1b:6e:66:31:2c:ee:
        87:7a:5c:19:2f:d8:95:4a:16:93:48:f3:97:25:3d:24:61:1e:
        d0:63:37:ee:3a:c9:a3:46:c5:94:a0:7e:24:cc:7f:72:8d:14:
        9e:3c:33:ec:cd:9a:dd:b5:08:90:98:19:95:85:38:ff:ff:d2:
        1e:bf:a6:c4:97:13:2b:3d:47:e9:57:59:d3:7d:99:01:6e:53:
        4d:c0:82:97:fb:89:d6:7c:b7:23:0e:7d:6e:23:88:53:06:8f:
        16:ff:40:0a:1b:cd:d5:1e:91:01:3e:77:3a:5f:c1:57:3a:7b:
        c6:d5:51:d7:e2:ec:89:12:6b:9d:03:e4:9d:bb:7d:4e:02:bf:
        67:8d:03:ca:90:56:f0:9a:97:4b:02:2d:4c:31:89:82:76:97:
        fe:2f:d5:0a:3d:ea:0d:38:6c:30:75:5f:ae:91:53:d7:45:64:
        df:ba:0b:22:80:44:85:6d:0e:5c:29:7f:82:9e:54:a3:7a:95:
        be:96:79:66:9d:5b:a2:d6:2e:47:c6:99:7d:2b:32:dc:f2:b6:
        02:91:6d:63:d4:93:45:60:c4:42:71:10:9e:fb:90:2f:e6:75:
        71:ce:78:70:c1:da:ff:e1:47:fe:79:2b:8e:9a:81:bf:dd:02:
        e3:78:39:71:17:b3:23:14:11:9d:29:8e:21:a1:98:b0:ac:03:
        5a:6c:9e:62:64:ef:4f:03:ca:37:a6:ed:e4:78:d5:0d:99:29:
        f5:5c:61:e6:48:cb:97:0e:5e:f9:2c:f6:b6:c7:7c:0c:a4:f7:
        1a:f7:67:b5:5c:03:bf:bf:7a:e2:4d:a2:9b:5d:5d:5f:51:d0:
        d6:52:8f:2a:20:68:08:bb:f0:9c:05:0e:ef:b3:49:0c:2a:1d:
        8f:f9:03:b7:61:09:71:88:7d:e2:8c:e4:b8:ac:98:1b:c3:80:
        55:a1:6b:dd:13:a2:29:4f:93:93:d3:d5:01:31:3f:7b:39:0e:
        3a:57:6c:eb:5c:6a:5f:1b:ad:97:bd:97:23:18:91:05:0e:2b:
        b4:b1:11:ee:f8:58:c7:08:d0:de:a2:3e:ba:54:8d:3d:63:da:
        91:50:3a:24:8d:19:18:23:2e:cf:30:8d:5d:e3:e7:02:93:fa:
        c8:f8:ea:05:e6:eb:06:80:90:4d:15:58:3d:26:98:13:4b:b0:
        ac:dd:90:2e:d0:e1:eb:71:32:83:5d:2a:a9:b9:b5:24:fc:e9:
        ec:18:ca:c9:a1:05:59:3e:fa:af:ed:4e:86:b1:fe:40:47:9b:
        42:77:af:9c:2b:a0:e2:3e:fd:51:ab:02:77:e8:f1:39:45:aa:
        54:b6:14:d4:14:20:fc:36:81:e6:04:98:8a:a0:c0:8a:cf:ae:
        f6:b5:dc:b7:eb:26:86:d3:cf:1c:38:65:54:04:b1:b5:09:48:
        f5:2d:07:ba:f8:eb:49:bd:d9:b1:54:ea:ac:c2:0d:20:10:79:
        c1:cb:e9:dc:2d:ff:55:50:4f:f6:05:02:78:31:33:6f:15:7e:
        24:5a:66:23:70:b3:b2:0c:17:39:ce:15:38:c5:ff:60:16:38:
        60:74:72:c9:70:d8:59:b7:80:7f:da:f6:67:3f:d0:ba:be:1b:
        a1:87:da:92:2d:a3:6c:99:29:57:aa:cb:d1:8d:66:f1:2d:c9:
        56:60:24:56:4b:19:9f:f5:65:84:89:86:7d:4d:8b:f8:5b:60:
        dd:af:2d:66:76:6c:66:d9:c6:f5:39:25:6c:e5:7b:43:97:64:
        5c:c5:20:1e:3d:b5:dc:92:b2:9c:d8:1b:1b:e0:bc:44:7b:9c:
        95:c5:53:48:91:b2:a5:46:16:bf:50:af:a5:44:cc:54:78:3f:
        ed:20:d8:2e:0b:41:3d:f1:04:9d:df:3c:4a:d7:81:04:ff:8c:
        b7:79:f8:51:8d:b7:2e:ac:2c:54:e6:fc:43:76:8e:f9:be:8c:
        b8:5c:ad:c4:13:af:b0:6e:3b:d1:82:57:1e:f5:52:84:ca:cc:
        d2:68:f3:2d:04:ff:27:0a:e6:a2:fa:c0:a9:97:d6:64:45:18:
        5c:6f:9e:c1:64:22:66:db:56:02:c3:a8:57:fc:87:1b:5c:43:
        15:8e:58:fc:f2:00:0b:4f:6a:4b:a0:5c:da:f2:e5:1b:82:4a:
        6b:ef:db:63:d7:7d:93:1d:2f:20:78:37:17:22:82:cd:6b:c1:
        83:61:05:81:99:0c:25:29:d6:5f:22:bc:06:67:7d:67

       
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

    
     
       XMSS MT X.509 v3 Certificate Example
       This section shows a self-signed X.509 v3 certificate using XMSS MT.
       
Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number:
            5c:22:ad:8a:06:51:9e:67:02:6a:2d:43:3e:8b:c7:23:
            43:77:80:c8
        Signature Algorithm: xmssmt
        Issuer: C = FR, L = Paris, O = Bogus XMSSMT CA
        Validity
            Not Before: Jul 10 08:28:04 2024 GMT
            Not After : Jul  8 08:28:04 2034 GMT
        Subject: C = FR, L = Paris, O = Bogus XMSSMT CA
        Subject Public Key Info:
            Public Key Algorithm: xmssmt
                xmssmt public key:
                PQ key material:
                    00:00:00:01:4b:a7:89:11:6f:fc:1d:fb:d3:e7:71:
                    73:b8:a2:48:ef:53:b9:9d:1f:c6:8a:7c:be:4f:8a:
                    29:fa:41:fd:bd:da:20:7f:f6:3b:b0:c5:b8:a7:c2:
                    f2:5a:f2:26:14:eb:36:f0:26:2f:87:74:fb:0e:d5:
                    7e:17:a0:d1:4d:b6:cf:51
        X509v3 extensions:
            X509v3 Subject Key Identifier:
                7C:7D:59:B8:95:61:D5:03:6A:1E:3D:F1:24:AB:1D:ED:
                04:CD:DB:5F
            X509v3 Authority Key Identifier:
                7C:7D:59:B8:95:61:D5:03:6A:1E:3D:F1:24:AB:1D:ED:
                04:CD:DB:5F
            X509v3 Basic Constraints: critical
                CA:TRUE
            X509v3 Key Usage: critical
                Certificate Sign, CRL Sign
    Signature Algorithm: xmssmt
    Signature Value:
        00:00:00:57:c4:98:89:ff:d9:0a:8e:6e:6f:16:95:8c:ec:35:
        42:21:c2:ca:56:ed:f8:81:f1:b2:4f:2b:6d:73:f4:37:55:fc:
        f4:4e:15:eb:6b:90:de:34:fe:d6:96:70:94:8d:c1:e7:4a:32:
        49:30:3a:40:a4:67:d2:fb:da:f8:d8:a1:7a:48:22:1c:e3:98:
        bc:d0:68:85:29:c9:e5:f7:5c:56:d8:9c:80:be:68:ed:11:eb:
        39:0f:ef:cb:09:b2:28:30:a6:2b:05:bc:de:11:22:be:c4:dc:
        08:9a:3d:b4:49:37:1f:54:5e:5f:2d:93:62:b0:95:c5:5d:23:
        92:f3:55:40:78:19:00:56:9e:a2:f1:0e:4b:ae:75:d6:92:09:
        b1:79:ec:c9:18:67:19:09:86:83:74:5d:0a:06:ab:da:f0:af:
        02:97:4d:d7:73:06:8b:a2:84:c7:09:af:dd:8b:15:39:e4:30:
        9f:c9:00:25:a8:33:4d:de:e8:25:b6:35:0b:51:bf:7a:34:a7:
        e8:84:e8:fa:39:5b:aa:37:6e:95:89:ac:26:4a:4e:ca:be:29:
        08:4b:3c:28:a7:85:6a:ad:5a:d2:93:eb:12:e1:9a:87:1c:40:
        3b:cf:15:6c:43:4e:88:21:54:52:7e:0d:6d:17:29:8d:15:6f:
        ef:42:5a:a9:25:d0:97:80:61:31:22:a4:9f:25:17:51:ad:0b:
        a1:cb:93:b4:f5:a6:b0:22:1b:6d:50:64:2a:48:bd:05:16:88:
        00:e3:7b:56:d0:03:b3:7a:2d:6a:0b:f3:de:a2:8c:6e:81:80:
        2c:8f:e9:d8:78:ed:5b:99:c9:13:d1:b6:eb:78:c3:40:2b:a1:
        7a:84:0a:ba:12:87:5e:1d:38:24:22:8f:c0:a3:65:1c:1c:ce:
        2d:8e:e5:2f:1f:be:93:5c:fe:1c:cd:a8:9d:7e:7e:cf:18:e2:
        9c:c5:54:dc:62:61:74:23:55:64:66:21:96:4c:a7:2e:8a:94:
        a6:35:10:a5:e8:5e:6e:91:ac:a8:cb:ed:51:2b:66:45:03:f5:
        87:ed:4d:8c:4e:6d:54:80:a1:33:8a:84:9d:23:31:90:c6:05:
        11:a7:9d:bd:51:0a:73:47:bc:08:49:11:b3:98:ff:01:14:69:
        d7:c0:a0:0c:55:e4:5e:e2:fa:84:ac:27:b3:85:2c:99:71:52:
        9c:33:f8:9d:8c:d2:13:bc:6e:18:79:15:a7:02:ee:15:eb:27:
        d8:af:24:38:02:9c:ca:30:f3:e2:30:41:2f:62:a2:2c:a5:81:
        1b:71:6d:b1:94:bd:c6:3d:9e:5e:51:45:de:5b:f4:d7:e6:35:
        e7:d8:7c:d5:98:ec:7e:0e:f8:9d:c1:a7:7b:b3:65:b1:a1:4b:
        2d:ec:d9:12:45:6b:1f:0b:1c:6b:3b:0a:66:76:39:f4:cc:9b:
        e1:b7:17:f7:53:fc:c3:a6:18:f7:2e:45:52:b1:18:99:75:d1:
        69:bb:77:c8:1a:84:5f:06:b5:8b:cb:02:b0:b2:0f:bf:17:18:
        65:3d:a7:72:5b:71:9f:92:7e:3a:df:84:cc:65:5c:c4:5b:70:
        fd:cc:38:9e:12:6e:f9:ff:1f:02:fc:ca:f5:68:86:fc:ca:71:
        f1:3d:7b:32:b4:d4:c3:a2:20:16:3f:12:07:71:95:3b:d4:b1:
        1e:fc:8c:1f:34:8c:c8:ab:8c:bb:75:93:c1:1a:d2:85:3e:9a:
        e6:04:86:88:de:27:46:ca:f3:f7:f3:8e:54:18:ea:aa:ae:14:
        02:b1:4a:6a:e0:24:77:40:28:8d:37:27:9c:87:6a:81:09:d2:
        01:4d:20:7f:de:84:a8:80:8c:8e:63:82:be:66:df:87:30:5c:
        b8:71:0a:e9:91:68:71:6e:97:97:f0:27:4e:fa:ae:6a:85:ac:
        80:cd:38:48:49:c1:2b:9d:db:54:c5:f0:bf:fa:06:e8:96:3a:
        c0:95:f0:88:bd:8e:80:78:3d:dc:ad:5d:0a:56:dd:c7:80:9f:
        fc:64:58:4d:6d:27:f6:d7:1a:8c:b2:1c:09:ea:7d:4f:74:99:
        0d:4a:0c:b8:b0:ef:74:dd:6f:6f:dc:e5:83:e1:e3:c2:e8:58:
        17:b8:44:8a:2d:ec:df:54:f6:1f:67:a2:b3:c5:19:fb:b9:c7:
        1b:3c:ea:bd:2c:e1:43:65:d1:5a:17:dc:93:9d:c5:85:0c:55:
        34:13:49:15:92:e2:52:14:d1:81:aa:62:02:1a:ba:c9:b0:53:
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