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FTP AND NETWORK MAIL SYSTEM Revd |SMAETS

This paper describes my understanding of tne resultis of the
Network M¥all Systen neeting SRI-ARC on February 23, 1573, and tiae
implications for ¥TP (#ile Transfer Protocol)., There was general
agreement at the meeting that netwerk nail function should be within
FTP.

FTP currently vrcvides two commands for handling mail, The 1aIL
comnand allows a user 1o send malil via the TELNET conection (the server
collects the mail arnd deternines its erd by searcnine for ithe cnaracuar
sequence "CHLF.CKLF"). 7The MLFL (mail file) command allows a user uo
Send m1il via the data connection (requires a user=FTP 10 hanale tae
connand bul trensrer is uore efficaent as5 server need not searcin ror 4
Specisl characver sezu=ne), These coOmMands are being used Lo Crevice?s
network mailing facilities., Local mail and SHDMSG Drograns nave peen
modified at nany sites to incluce networXx mailing (e.g, USER3HOST av
BBN-TENEX and MAIL hcst user at MIT-DMCG) .

The netwWwork nail systen spould provide a facility Whereby users can
conveniently sena nezssees to other network users who nave "maiipoxLes!
at one or more hosts. It is not reauired that the messa<es Or aall ce

alivered in reai-time. The network mail systea is not an interaciaive
~nter-console connunication facility, bubv it may be possible for sora
Sites to deliver "urweni" mail to uSers in real=tire (e.2., Prant mazl
at user console 1f user is currently loszed=-in). The mail system alsa
does not providce a general inter~process comiiunication facility, tneuzh
it may be possiple to deliver messages L0 programs which have nallcox
addresses, Inter-preocess and inver=-entity compunication facailivies sre
Very desirable put are teyond the scope of the netwWwork maill sysianm.

The concepts of "mailbox"™ and "mailoox addresses" are central to
this aiscussicn of netiworX nail systefl. A Mmallrox i3 a place where tie
the mail is stored before a user 2icks it upe. It may be a file in T2
User's girecctory or it may be 2 bin for hard=copy. The railbox
address is the acdress required by tne sender in order to send the =il
to its destinagtion mnailocx. For users who have an "on=1line" netwvorx
mailbox, tne railbox address contains the Host address and the user's
Mailbox identification 2t that H03%t. The mailtox identification is
that whicn is requireu by an FTP=server in order that it may Ddut the
Mall in the desired na2ilbox. The terms Mailbox address and adaress
Will be used to rerfer Lo the on=-line network nailocxX aadressS.

NETwORK MAIL SYSTEM FUNCTIONS



The network mail system should provide the following
six functions: .

, CREATING: This refers 10 the manner in which the user creates or
omposes his message. The FTP servers do not explicitly provide any
Message eultineg capasiiity (server's eaqiting ccnventions nay be
applicable in the case of MAIL cormand). Editing conventions sucn
as tnose for charzcter cdelete and line cancel vary widely over tuthe
network, The User 1is most familiar wWith his local Host conventaons
and these shculd he usea for networX mall eaiting. 7The user also aes
access to loccal editving systens which can be used for conposing nessaxe
files. The message file may then ce transmitted via the MAIL or .lii
commanus {lLFL being rreferable), Tne present rTP approach of assuning
the creation of resszzes L0 pe sender!s respensibility seems adeguave,
TIP users if they desare editing facilities should use intermeuiate
Hosts for creatine and sending messazes,

2, LOCATIXNG: How senqder determines receivers address, FTP assunes

that the sender XncWs the receivers correct address., There is nc

publisred or "on-lins" 1list of nailbcx addresses. There is, hewever,

a list of netwcrk participants mzintained (on-line) and cuplisned vy

the Netwcecrk Information Center (NIC) at SRI-ARC. The networx users

-have been assirned a unigue "NIGC Ident" and host site by the NI1C.

It was therefore speciried in FTP that FTr-servers maintain a tacle

that nmaps NIC Idants vto mail-poxX iaentifications. The NIC will mziutaln

on=liine and publish tne local nmallcox address infornation for networg

pPartvicipants. It wWould be possitle Ifor users to lcoK up a putlisnea
ist, cr querry the NIC on=line to locate destination addresses.

ihe NIC will also previde an on=line facility (similar to FTP) that can

be used by programs fcr retrievirng the zddress information. This latter

approacn of the NIC's maintaining addresses has several advantages.

The user can ottain a nunkter of addresses for a group, and use these

to transpit nail. The FIP servers need rot aaintain wIC Ident Taoles,

and the NIC can precvide a g€ood faciliuvy for locating addresses rroi

last nanes, NIC idents, or even sketchy information. It may Still oe

desirable that FTIP Servers accept nIC 1dents, last names, and otner

Standara forms as maillpox identifiers,

3. SENDING: How message is sent to the destination mailbox., The
messages may be sent directly to tne destina<wion nailbox (via TELNST
or Data connections) or via an intermediate Host such as the N1G.

FTP does notv expliciuly provide for nmail forwardine by interneciate
HOStsS butl FTP servers may be gole to0 recognize addresses as not celn:
local, and forward nz22l. In the event mail 1S 1O pe forwarded, a
desirarle facility is to have the interrediate site return an
acknowledgrient (by reguest) upen delivery of mail or if delivery *alls
Witnin a scecified time., The current ¥7TP specifications reconmena
that FTP-servers accept multiple addresses but a0 not require this.



L., STORING; Where mall is stored before reading and if information
is available for later reference or retrieval. Tnhe FTP does nov
reguire that sender store mail or kXeep duplicate copies. It 18
the receiver's responsibility to store the information for reading,
:ference, or retrieval, The receiver need not store the mail
<8 a data file but can directly print it out on a user console or
line printer. FrTP does not specify the procedures for storage nancling
by internediate sites. If intermediatie site is used for forwaraing
the rmail then it snould be the responsivility of that site Lo svore
mail until it is delivered to its final destination. If the mail
i1s undeliveratle then the interneciate site should return the
undelivered infcrmaition to the sender, A sinilar situation arises
when sending of nail is deferred py the sending site (qestination
host may te down). The sending site tnen zcts a8 an intermediate
forwarder insofar 2s the user 1s concerned.

S. RECORDING: Shcould the mail be catalogued and recorded for later
reference and reirieval, FTP currently aoes not provide an '
explicitv mechanrism Ifor the receiver to recorc mail. If an
intermediate site (tne NIiC) is used for mail distraipution then
a function of such a site could be to record mail, iz So requested.
NIC is igeal fer recordineg mail, but other sites may also wish
to record mail., If the na2ail is recorded, then 1t is not necessary
to send the entire contents of the mnail. Instead only a citation
for the deccument can ne sent and the receiver can revrieve uwne
mail only if he wants to. This is particularly useful tor large
docunents such as NWG/RFC Which are distriouted to a group., The
itation may contain autnor, title, retrieva2l pathnname, and
pernaps an abstract.

6« BEADING: HowW the mail is finally presented to and read by the
user. FTP currently zssumes that mail reaadinz is entirely tne
receiving site's function. LHowever, there are-ways in which the
Senaer can aid the receiver in providing inproved maill reading
facilities. Fecr exanple, tne receiving system, if it Xxnows a
message L0 be ureent can geliver it imrfediately at a user consoulie,
Long messages maY be put in Sepaerate files With notification in
user's regular mail. Alternately, mail could ope a citation tnat the
reading pregran can retrieve upon user reauest, Selective
handling of different classes of mail is important for an improved
Network mail sYstem.

MODELS FOP MAIL SYSTEM USE

The user of a nail system can use intermediate site for locating
addresses, recording and/or districuting mail, and for creating
and reading mail., 4We thererfore have the following models for mail
systen use:



1. The user connects directly to the destination FTP server and senas
mail using the MAIL conmand. Loca2l editing functions ‘are linited to
character delete and line cancel (assuming user is in line-a-tlnme
mode) and server conventions may also apply. The user only needs a

s5er=-TLLNET prosran at his site but needs to know the destinration
«ddress, This nodel i3 specially arplicable to TIP and other nmini-
Host users whe 4o not have a user-rTP or user=-Mall programs.

2. The user composes tne nail using a local editor (or mail systen)

and then requests his user=fTP or nail progran to send the n2il

directly to the destinaticn via the FTP MAIL or MLFL commandse. 1ne user
nNeeds to %xnow the destination acddress. The mail can be derferreac oty tvhe
sendinz program if the aestination Hest is aewn. TIP users can use

this model by uUsing tne facilities of a "hone=-pase" Host,

3. The user uses an internedinste site such as NIC (other sites nmay
provide forwarding scrvices too) for mail distributicn. The user
need not xnow tnhne destination acdresses zut can use NIC idents fcor
individuals and groups of individuals, Thne mzil can be recorded ocn
request ana its sencins can pe deferred (the destination HosL iy

be qown, or it way te nore econoitical tvo defer nail)., Tne messaie LO
be mailed may te crezted at the local site using local editing
facilities, or it may be created directly at the interrmediate

Site.

L. The user may sendc a citation of the mail instead of the compblete
2il iten. The ci*ation reiers 1o 3n exXi<ting dccument which

can be retrieved cn-line (such as the NIC nurber of a NIC Journal
communication).

MAILING TO TIP USEKS

The TIP dces notl currently vwrovide an FTP server or mailboX
facilities. Wwhile 1% is possible to send mail to TIP verminals
(such as line frinters) it seems undesirsble to do SO because of
the possibility of losinr mail, the lack of privacy, and the
fact that user mnay ne Several {or Several nhunared) miles away
from the location ol the TIP. The TIP users norsally have a
"home=pase" compuler where they do their ceomputing wOorkKk most of
the tine, The TIP Llser rreobvlem is rvest solvead oY requiring
that TIP users rent nmzilooxes at their “"home-pase® HOst. sSuch
a Host can provide #Zocd nail reading and guerry faciiities. A
TIP uUser can reguest his "hone" Host Lo Send hinm netificatvion
of mail on a TIP terninal. If RDHIL conrnmand {(NWG/RFC 4358)
is accepted in FTP, TIF users could use such a commana. More
important, 1f the usSer has a nunber ¢f nailtoxes on different
Hosts, the RDML (or 2DMr) command can be used to read his mail
at all the sites wphere he has mailboxes,



ACCESS CUNTROL IN MAIL YS;L. . ) . .
It has bteen suiwcestea that FTP specification snould require
that mail functicn (rfer recolv*nv nall) should pe "free", l.e.,
TP sServers should nnt reguire tne user vec "login" (sena the U3sR, #ASH,
nd AGCCT cocmmands). In the absence of the access control conmanas
the FTF s3erver should charge the ccst of receiving mall to an
overnead or brcwsing account, It should bte noted that this "iree"
mail function using default "USER" account may not allow non
Mail=related commands without reinitializing. 7This requiremnent wils
inprove communication amone the network users,

SOme syslemsS, Ssuch as MuluicsS, have mechanlsns 1or access
control in the receivt of mail, That 1s a user can sSpecify wWho
is5 elizicle to send nim mail (normally users give.the access
"he,.w", 1.€., 2Ny CGne can Sena rail)l. The access ccntirol
comnands would be rejuired vo Fain privilegea access. The USEx
comland aoes nct seen the cest way to identvify the sender of
mail, Ccnsider users logzed in as GUesT, ICCC, NiTWOks, MIT=-LNCG,
and NETWOERK~USER, A separate ¥pOM comnand seems desirable, sSucen
a ommand can be used to identify the sender as well as to send
acknowledgnents ana replies, Tne receiving site can tag tvhe nail
as: FdOM ARB at MIT-RU'CG, logged in as GUEST, 1The receiver cza
then send reply to the Lailbox address AKB at Host 70 (SNDMSG
CAKBLDMCG or MAIL DINCG AKZ) . ,

NETWORK INFORMATIO}N CLNTER FUNCTIONS

The NIC 15 a very scecial facility for handling mail. 1t
rovides facilitiecs for TLCC"“lﬁ” Z21a Gaistributing mzil to
individuals ana grouns of individuzls, and for locating users'
addresses, The HNIC will also unaertake to provide distrapution
of unrecorded rail. currently the NIC reauires that users 1log
into tne NIC ard use NLS to create and distribute nall, Using
NLS for creating malil has vesn a frusirating experience for many
Who are used to different editine sysiems. kecently there has
been a protlem that HIGC is overloaded at most times of the day
and even if one can #et a "network terminal" and loz in, the -
interaction is quitve slow. As NIC (or NLS) is designed for
character~at=a=time interaction with remote echo, the use is
inefsficient. Using §1C is particularly unbezraole when the user
falls behind in ais echo by a8 mucn as al entire line.

An alternative to direct use of NIC is to use the NIC via FTP
and prograzns at the user's site. The User can create journal
docurments using his own lccal editing system and then transfer
it to NIC via FTP, Tne user 'ay have to specify such information
as author, title, where the acknowledgnent should bpe sent, and Jjouraal
nunber if the iten is Lo pe recorded. It should alsc bpe p055101e
for users to send seqgulential files to NIC and have them restructures
into NLS fornm without havingz to do an "input sequential" (a surLesiion
is to "NLS" the file i1f its name i3 suffixed with a «NL3). Alternavely



it should be possiple for user's to retrieve journal documents and
other sequential files without having to do a previous "output
sequential”.

The NIC curently delivers mail via hardcopy and/or on=line.
On-line currently means that user must 10z into NIC to see if he
has 2 messzge and read it by "print oranch". 7The mesSsages are nct scen
by the destinaticn usars for several days and nany users gel taelr
hara copy befcre they have had a chance to exXamine their on-line 10
mail., If the NIC were to deliver mail via FTP 10 nevwork users, viaen
the nail turn-around tLime will be «reatly sbeeded ana the users wilys
not have 1o lof into tne NIC., Laree documents need not ce malled
to the user in thneir entirety put only a citavion need be sent,
The NIC will nsve t¢ collect the inforration on the MmailboX acddresses
of Metwork participents Zor geliverinz nail, especially since it
appears thzt many rTP servers are nou "respecting" SIC 1dents.
It is recozsnized that a user may have more than one valid nzailbow
address, but the NIC needs Lo nave only one (tne mecst used) of tnese
addresses,

The NIC identification subsystem (currently accessable via NLS
only) contains information on users (such as affiliatvicn, US Mazxl
address, telephcne nunovers, etc.,) and groups (merbers, etc.l. Tne
on=line failboxXx address iniormatvion can be addea here. The NIC
Will undervake to previde a Fzcility wnerepby the identification
subksysten can ke guerriea by prorrans, allowWwing nailing programs O
retrieve tne addresses autonatically. T[bhis facility will be sepazrate
from FTP,. :

FTP MODIFICATIONS

The FTP currently deoces not nrovide explicit facilitiies for
recording nail, connunicating sender's address, sending vrogran
readatle citaticns, scteciiying author and title for aocuments,
requesting acknowled?ments, and indicating ressage type {urgent,
ordinary, and long). To cvercome these deficiencies, we can taxe
any of the following apprcacnes:

1, Klucdge the desired features in the pathnzne syntax of the MAIL
and MLFL connandyg, justifying the xludge on the grounds thav
nost of the functions are to te used only by the NIC.

2. Add new comnands for the desired functions and zlter thne
MAIL and MLFL comnands sonmewhat 10 recognize the exXistence
of the new cocnnands,

3. lLefine a new mail command which incorperates tne missing
functions (in the process cefining new commands for the aesired
functions). The MAIL and MLFL commands can be used ain their



present form but may be gradually phasSed out,

The first aporoach seems undesirable to ne as mnany of the
alssing functions can ne used by other sites as well, In addition
it will be ezsier 10 write programs to deal wWith cerfands ratner
than a compleXx syntax, The Second and the tnird approaches
are not very aifferent fron ezch otvner. The tnird agproacn seems
preferable as 1t %ill allow existing mail prograns to function in
their present form, Using the third approach cornsider the following
new FT? commands: .

l, MLTO (mail to): Tne arcurient is one or more mailboX identifiers
separated oy "," (cornas). It is sugegestad that if there 15 no
areunent, the raixl snould bte sent Lo 8Sone responsiple user or
printed on a printer. This comnand starts tne secuence of optioazl
FTP nz2il related connands aescrived pelow. The sequence ends
vitn the TEXT, FILE, or CITA (civation) comnandas.

2., FROM: The argument 1s the adaress of the sender or senders. It
is in a standard form that can ne interpreted by prograns as %Weil
a8 human users. Tne informavicn is to be used for identifying
the sender(si), for sendinz replies, and for sendiilg acKknowleGer.eals
if the receiver is an intermediate forwarding site.

e MTYP (mail ty,.c)t This identvifies the type of mail as U (urrent!,
0 (erdinary), and L (lcng). The receivinz system can take vae
aprpropriate acticns from thnis knowledge. The default assuiiftiion
is ordinary mail.

-

L. RECO (record the mail): The arsgument if present is the identifyin:
iniornation for irecercine (such as NIC Journal nunocer). If no
argument is present the server will assiyn the recosrding infor:ation
and send an approvriate reply (real=-time or deferreaq).

5. AUTH (authorj: 1dentifies the autnor of the docurient in a fora
acceptable tec the server (NIC icent may be required by NIC).

6. ?ITL {title): laentifies the title of the document, The argunent
1s an ASCII string enaing with the seguence "CHLF.CRLF",

T« ACKN (acKknowWledge): Relevant for intermediate feorwarding sites.
ASKs the server to send acxknowledgment on delivery or if delivery
fails within a specified tirme,



8. TEXT: NoO arsurients, Starts the transrer of nail over TELNET
connection in an identical nrnanner as MAIL. ’

e« FILE: NO arrunentvs. Starts transfer of mail over the data connection
in an identical manner as MLFL.

10. CITA (citaticen): Argunent is the pathname of a retrievable file.

We also need to define new renly codes for nandling nail. soite
Sites nhave cxpressed the need fcr reclies such as "send only X ovies
of nail", Other reprlii=es could svyecifically reqguest azdaiticnal coenmangs
sucn as USER/PASS/ANCT for nriviliced nmailling, FROM/ACAN for rail
forwardinz, and AUTH/TITL for recorded mail. Anotner suggestllcn that
may be given consideratvion is allowing TYPL/SYTE ouvher than A/8 for
FILE cornand. #Mailing larre files betvween likKe Racnlines sucn
as PDP=10s is nore efficient in I/36. The KDML ana RDMF cornands
proposea by HBressler and Taonas (LhaG/RFC 458) 2l1lso merit consideration
as they would aid the handlinrg of mail for users who have nmailtoxes
at different Hosts. :



