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9 Sumnary

Aayg vith the emgne d ey ligh sped aqlictias ad reda, resare megrat hs
bormacitic isse inthe Rsearch Interret adirterrets ingrerd. Afudhetd deracter-
istic & tle resare ramgrat pdianis dloing adivistratidy A9 to irteraaret vile
rebdrirg catrd or resare sae. Mheer, v lme laded a carefd aticddiond the typs
resare rapgrat plides tht reedto ke sypated Hs pyer addesses pdiy requ rerarts
fa the Rsearch Iterret.  Ater justifying ar ssupias regrd ng Dtaplary e pesated a
taxaupad eape d plides thet st ke sugprted by a Rpdiod .

10 Acknowledgnents

Miters o the Ataons Mwrls Rseerch Gop ad Qen Rutirg Whing Gap lae

axtri hited sigificartly to the 1dbes presated bere, inprticdar, Gy Aves, lee Beday Stt
Bim [3e Cak Miare lgp ad @e Bdk Inalitiay le Besdan ad e Budk
poidd dtdled aomats v a peias ddft.  1did Gaito iedetatly cased m to
vite ths coumt. Seran Adbrsals catribtias dsere spdd rengition T athr is
syprted by research grarts frortiod Siere Budtian AT ad GE

Novenber 1989

2Moreover, the source routing approach loosens the requirements for every AD to share a complete view of the

entire internet by all owi ng the source to detect routing loops.

3 The match between RFC1102 and the requirenents specified in this docunent is hardly a coincidence since
(ark’s paper and discussions with himcontributed to the requirenents formml ation presented here.

currentl y bei ng eval uated and refined by the ANRG and ORWG
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is tht axmss to an Ad ay pirt in timis atingt pm alad, hgly demie,
prader thet is b gdadly adldle Tadae suh a plig tamadd wl resdt
inlogprg odlldias, ad exesie rate (re)aptaio oetead Tth urogtdie
Geqetly ths is ae tye d plicy thet rating experts spest vald be dffiadt to
supat inavary lage doartrdized i terrebvrk

o Gniaity andso ke pdledic, bt ¢t & duistding & Helly draic Ratin
grdes. Hre the atianis less spedfc. ¥y fre gdn pdides, Wich restrid axess to
mticdla hets, @ ae atingt wpm ey fre gdn wer das idttifetiay my ke
atiewd rre dfiertly wth retwrk led aoess axtrd[1] o end systerroatrds irsteed
d irdi g the irter- Mrati rg recai sm

o Sarityis epasive, & dws. Riting pdods ae sijject to frad thragh irpesa
diay dta sustittiay ad deid o seie S d tle powsed redmism poide
soa res far dteion and merepdation Kwser, to adiee a pial pewtian d
resare 1istee is exEseintamd pr anediana per det aypioradic oerlead
¥ san emirarats w fity bdiee thet ths wll be resssary and ve vald pefer an
aditecture thet val d acormodte such var ahlityf 1.

Ingererd, it is dfilt topedd tle inet & ay prtidla plicy term Bs il e reedd
toassist page in witing ad Wlidtirg plicy term

8 Proposed nechanism

Reias rating pdods Iae atfesed a mrmoer dfiitian B & gporide fa tle
itterrets € thir dy Inmrticla, KBY, TR13, ad BRY imoprde amdiaond plicy
restriidias & to viere ratirg didese irfamdio trads. Nre ae irtendd to syprt plicy
tsedratirg d dets & dscriledtere. Mhe recart rati g propsds suhes ladak 4 ad
@tesia] 1y caldle wed torestrict padet favard g bt are 1t s ted to sarce/ dstiretian
ad soa d the adticaiated plides. Wied these plicy typs ae aitid to sugprt.
Witte thet far endirarats (eg, witinan Msustrutiure) in i chtle sirde Atoplcgy
axjectre Idds tre, these dtermtivs my ke sutdle

HC10{9 poids a god dsaigiond shoter termpdicy rating regirerats. Ban
dasifes thee tyes d radmism plicy bsed dstribtion d rate ifamioay plicy bsed
mdet favardrg, ad plicy bsed dyaic dlodion d retvark resores. B seaud dass
is daaterizd by Tae Caks Raditetwe, RCIM4. Wh respct to the lager term
reqirerats ldd at inthis darat, aly ths seard dass is expessive ad fledHe engh to
syprt the rdtigidty d stib ad trasit plides. Indher wrds, the poer d the Regreach
(eg, B is nt jwt in the atbd gandaity  catrd pirted at by Ban i.e, tle
dilitytosped fy mrticd ar hosts ard wser desses. Its powr is inthe dility to exqress ad eface
may tygs d stband trasit plides ad agdy themmn a d sairiretary basis to d fferat A8,
Inalltiay ths aproach poids egidt sypat far stib A9 to catrd rates va the we &

Etrin
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Regional B

1 Rgad Buill cary trdfi frapto ay d rectly aarected HR/Uretwark to ay BR/U
rewrk vaa ayrerdd carier regrdes d its WL Inths cae tle @dets are daged
fa sine the carerdd carier dags pr klgadet.

[RegionalB : (x,{F/Re | U}, {F/ Re /U}Yx, {F/Re/U}, CcX}
{unauthenticatedUCI, per—kilopacketcharge }{}]

6.3.3 Canpus and Private Networks

Srider itteries shald ke axdrted wth adiristratas d caps ad privete rebvarls.  How

e, my spds o thir pdides ae artirgat o the still uresded plides  the regjads
ad fedrd godes. Inayewt, trasit plides vl ke ditid fa aps ad pive etvals
tofiBy catrd amess tolderd lids ad pivee ik aren retvarls, respetivdy 1 esargle,
asdl st d uivesity ad pivwte ldsrdaies my poid awes to spdd gghit lis far
mticddar desses d researders. Quthe dler bad, sorce/dstirstion pdides stodd ot be wed
inpae d retwrkled aoss catrds far these ed A3,

6.3.4 Cbomercial Services

Qrrertly carerdd acrmiction sericaes gay alowled rde in mst mts & tady's B
search Interret; they poick the tramission reda, i.e, lesed lirs. In tle fbue w exped
amadd cariers to poick ircressitgy liger led ad ertaroed services swch & igh speed
det swtched lacdore serias. Brase suchsenices are it vt part o the Rsearch Interret
infrestrutre there extst o pdicy steterats.

(Qerg g ard axortitg are crtdn to ke anirprtat plicy tye inthis artet. Mueoer,
ve atidpte the lag hal serdes mdet tole ligly axpetitive. Bs irdies thet cayeting
serice poidss vill ege in sigifeat grirg in tem d pdedrg ad pidig d serdees.
Gseqertly the dility to exress waied ad draic dagg plides will e aitid far these
yic]

7 Problenatic requirenents

Mt d ths mper Is 1dbed far aticddian d daidy didled pdicy staerats in adr to
M pdie the tedricd redmismreeddfar efaeat. Barted atop dm dsign po

ass begmirgthaticldiond dsiredplides. N fed axpdled to rati nreqirerarts

tht are dearly pdderdic frartle bttamp perspetive o tedricd femsibility

o Nninefeerne plides ae d the fam“] Wl poide awss far pindpls x to resares
ysolag s it des it irterfere wth mpirtard wae” Te pdlemith such pdides

Etrin
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Defense Advanced Research Projects Agency (DARPA)

1 DRA cary traffi tofframay tst in DA Dfraray eterrd lust thet cn

gt it thee so lag s WL is rescarch ar syprt. B W athatiction o per mdet
derg:

[DARPAL: (%, %, *)x, DARPA, ){research, support}
{unaut henticated -UCI, noperpacketcharge }{}]

2 DRl cary traffifa ay ot creded toa BR/UG vk td kg to ay ther

hst cmeded toa FR/UG vaay FR/JG etryad ei t retwrk, solagas there

isit is berg wsed far rescarch or sypart, ad the retwrk is i teaily copggsted!. Tere
iswathrticiand the I ad o pr pdet dagrg NIE @ waldlile to say
saethirg dnt the read to erter the Tarm At the pirt dosest to the dstimtion.. bt

i drft kowtonto expess this...

[DARP A2: (x, {F/R/U/Co}, {F/R/U/Co})x, {F/R/U/Co}, {F/R/U/Co})
{research, support }{unaut henticated —UCI, noperpacketcharge,
non —tnter ferencebasi s }{}

Defense Communi cations Agency ( DCA)

1 I0AVl] ot cary ay trasit trafi It Wil aly axeg ad sed treffi to ad framits

ralbidg(s) ad aly franand to hsts oo dher FR mets. Al pdets are raked ad

darged far by the klgades.

[DCAl:(mailbridge, DCA, -, {F/Re}, {F/Re}{research, support}

{unaut henticatedUCI, allincomingpacket smarked, per —kilopacketch

6.3.2 The Regionals

Itteriews wth regad retvrk adivistraias ae ovudvey In grerd thir plides ae
still infamtia de to tle rdatidy recat famtion d thee rejad wwrls. Iweer, fa
the sde d illwstrdion ve poic s esarge d alyptheicd regad’s etk pdides.

Regional A

1 Rdad Avll cary trafi frayto ay dretly carected R /Uretvark to ay FR/U

Etrin

retwek va MFIf it is fo a reeardh a syprt W (MF regires thet d1 Rgad
retvals aly pss it trafithet cupies wthits, M, plides!)

[Regional A:(x, {F/Re/U}, {F/Re/U})*, {F/Re/U}, NSF{research, support]
{unaut henticatedUCI, no —per —packetcharge }{}]
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Departnent of Energy ( DOE)

1 IFwill carry treffi to ad fravay st drectly carected to I0Bso lag & it is wed
fa reercha syprt. Teeis mathatictiond the W ad o per pdet dagg

[DOEL: (x, DOE, (%, %, *{research, support}

{unaut henticatedUCI, no —per —packetcharge }{}]
2 Tl cary trefli for ay Iost coredted to a FR rtwark tdking to ay dher Tost

careted to a BR via ay R etry ad extt vk vithot regrd to the WL Tere

is o atlatictiond the W ad o pr pdet dagrg (in dher vads 0Fis roe

restritive wthits om traf8 thn wth trdfi it is amig s @t d a resare saig
araget. )

[DOE2: (x, {F/ Re}, {F/ Re})x, {F/Re}, {F/ Re}){}

{unaut henticatedUCI, no —per —pktcharge }{}]

MNational Aeronautics and Space Adm nistration ( NASA)

1 Nea ill awp ay trdl tofranmates d tle Nsa A) Bt o trasit. 1 @
athati cion ad o prr et dage

[NAS Al: (%, %, *)x, Nasa, -{Nasa -research, support}
{unaut henticatedUCI, no —per —packet —charge}{}]

2 Nea ill cary trasit traffi tofrandler fedrd gy rtvads if it is in sypat &
reseaxdy adif the tdd we  adldle BMy mimsa lédrd agrdes is W ovmm

itterfererce pdicy tye reeds sam mre wak in tem & ittegeting it irto the rating
dgrithm Se Sdian 7

[NAS A2: (x, {F}, *)x, {F}, x{research, support}

{per —packetaccounting, limitedton%ofavail abl e BW}{}]
3 N wll cary carerdd traffi to fedwd ad redad ad wivasity A9 fa msa

recadia sypat. Bt it wil rt dlostrasit. Te pricla etry Als ot ingrtat.

[NAS A3: (x, {Co}, *}(x, {F/R/ U}, x{NASAresearch, support }
{unaut henticatedUCI, noperpacketcharge}{}]

4 Qacse by e bsis NSAmy proi e aness toits resares maast rdrhrsed bsis.
Tt trdfli wll b be caried an this tesis.

[NAS A4: (x, x, )x, *, I{}

{per —packet —charge, limitedton%Bfavail abl e BW}{}]
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fa Rgad, Ufa Wivasity Gfa Credd @podiay ad € fa Grerdd Grier. A
hyden -, rems o gglicdie rmbdes.

Breratringa Plve cni datifythe type d plicyrepesated & per the taouppresarted

calier.

o If an Abpaifes apdicy terntlet es andl (-) etry far the Agt, thenit is dsdloing
trait fa smagapd wes, adit is a trasit plicy

o If an Aspeifes aplicy terntlet lists itsdf exdidtly & Ade a Adt, it is expessing
restridias a1 o @n aoss prticdar resarces wthinits bodries, @ o vio imick
cndddn eterrd asss. Indler wad the Dis exressing a sare/dstimtion plice

o If Adit o Aatr is spedfed then the plicy exressed is en et frtrace pth plicy

o If the ddd ardtias iduk dagrg, Q@ reare garates, tilad dy hder led
gpicdiay reare lint, a atlatiaio daed ifadia it is diiody a dagrg
(B resare gaates, taprd, liger led gpictiay msarelint, o athaticia
iy respedivdly

A sen oy ay ae Pltypcly inaprdes acalitiond pdi oy types.

6.3.1 The FRICC

In tle fdloirg earges dl plides (ad PF) ae syretricd uddy the assupion thet con
mmictianis syretric.

MNational Science Foundation (NSF)

1 Ml crry trdf@ for ay st comected to a BR rebtwak tdkirg to ay dher hust
cxreted to a HR via ay FR etry ad edt retwrk solag s there is it is being wed
fa researdia syprt. Feeis watletictiond the W ad ro pr pdet dagng
Miet is a laddwre ad so des b aaret drectly toui wrsities ar aapmies. .. ths the
idaiond {PR} imtead d {FR/UC & Aot ad Aot
[NSF1:(x, {F/Re}, {F/Re})x, {F/Re}, {F/Re}{research, support}
{unaut henticatedUCI, no —per —pktcharge}{}]

2 Ml cary traffi to wer ad eqert serices tosts in MF Dtofraray FR A)
va ay PR A Tese ae the aly thng thet dretly cred to MHet.

[INSF2:{Usersvcs, Ezpert Svcs}, {NSF}, {F/Re})x, {F/Re}, {F3){}H}H}]
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6.2 Taxonomy of Charging Poli ci es
b ad trasit degrg plides may spedfy the fdloirg prasters:

e thit of accounting (eg, dlas a aelts).

e Basis for chargi ng (eg, pr Kte a pr K).
e Actual charges (eg, atd nites suha $.5)/Mte).

¢ Who is charged or paid (eg, aigrta d pdet, imedae rdghr frormtorpdes
v red ], dstirtiond pdet, a third prty adledion agat).

e Wose packet count is wad (eg, sare, dstimiay tle trasit A om cut, tle
ot o sam ystreanr dowstrearmA).

e Bound on charges (eg, tolint tle anit thet a sttb MDis wllirg to sprd a tle
anrt thet atrasit Dis wlling to cary)

Te efaemat d these pdides my ke caried at drirg rate sythesis a rate sdedial4

6.3 Exanple Policy statenents

Fe fdloirg plicy stdeats wre alated in the fdl o 198 thragh itteries wWwth rep

resatdies d tle fedrd agrdes rost indved in suprting iteretwarking Qe ggin w
apmiz tht thse are not offict al policy statements. Tey ae pesatedlee to poi de aacrete
eape d tle sat d plides tht qgrdes valdlile to effaee

Expressing policies as Policy Terns (PIs) Ihplicyis dsailed in Hdish ad then
epesdinapolicy term (PT) i siggsted by Iie Cak in [4. B Plrepesats a
dstit plicy d the Dtlet syrthesizdit. Te famt o a Plis:

[(Hsrm AD’I"C) ADnt): (Iiish Agsh ADzit): UCI: Cga Cb]

Hre stadb far sare hst, Axc fa sare A) Aat fa ateig D(i.e, wgdhrig
Dfrardich trafi s arivirg dredly), Mt fo dstirtion het, Adt for dstirtion A)
Aait fa eit (e, mgbrig MNto didc trafli is girg dredly), W fa wer dass
idatifer, ad (§ ad @ fa ddd ad blaed adtias, repdidy Te prpse d a I

is to spedfy thet mdets framsam hst, H sre, (@ agapd hets) inasare A) AD src, &€
dload to eter the Ain gestian va saa dredly aameded A) AD ent , ad edt thagh
antler dredly careded A) AD exit, Q1its Wy to a tust, H dst> (@ agapd hsts) in sam

dstirtion A) AD dst- Ber QCass Idutifer (WT) dlow for dstingishing betwen wrias wer
dsss, eg, Gemat, Rserdy Gredd, Gtrat, etc. G Crdtias (@) repesat

hllirg ad gler vaidles. Blaed Cdtias (G rdate to agecrats letwen righring

8, eg, rdded to™eig a dagrg In the eage plicy tara poidd b orve He

we d the fdloirg dreidias: o fo {TBNSATOANE}, Ffo Eed Aoy R
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rget arate lsed v ay D(a cbmiad M) intle rate. Srlaly a trast
ADaldexpess apdet favad g plicy thet edmes dfératly dyperd g o Wich

A9 a et Tes pssed thragh ad is girg to pss thragh enrate to the dstirtian
Iess atitios (ad perles roe resadtle) pthsasitie plides gt aly dsairee
ardrg to the ined de reghr A9 thagh did the @det is trading(i.e, astb
rebwrk aadd reject a rate sed an tle frst tramit Din the rate, ad a trasit D
al dexress apdet foverd rgpdicy thet degerds o the pevias, ad the suseqet,
trarsit A9 in the rate.)

Quality/Type of Service ( Q05 or TOB)
Bs tye d plicy restrids aoss to spedd resares o servias. ¥ eage, a spdd
high thoghpt, lovday litk ray ke rak adldle ana sdedive lasis.

Resource Guarantee

Fese plides poide a garateed percartae f a resore a1 asdedie, & rechd basis.
Indler wrds, the resare can be wed by dlers if the peferred A dredlcadis bow
the garaterdled o saie Te garatee ray be to dvas caryirtra Dbrdliar to
dwas crry irter- Dtrafli far a spedfc A

Tenporal
Hprd plides restric g sed an the tilad dy a dler tima rd ded praers.

High Level Protocol

e 1y be restricted to a sprdft Hghled pdod suhas il a fle trasfer. (A
terrtiwdy suh plides canbe irderated & sarce/dstintion plides ly cxfgring a
hst(s) wtlinan Mes an agdicati onrd ay ard caprsirg licy term thet dloniber- D
awess to aly the hst.)

Resource limt
"Fere ray ke alinrit anthe amut o traftilced a sarce my grerate drirga priicda
timirterd, eg, somy mdets inady lar, a fnte

Aut hentication requirenents

Crdtias my be spedfed regrd g the atheticdility f pindpl idtifying iffam
tim S A9 ngt regire som famd aypgradic pof & to the idatity ad
dlidias d the pirdpl bfae poidrg axess to aitid resares.

Te doe plicy typs widly etst in cxbmtion far a @ticddar A) i.e, a Ak plides
gt exress a cabmtion d tramt, sare/dstirtiay ad @@ retridias. Bs taaun
Wil edwe s HRis gpied to dler dras.

AWl e senin Scicn 63 an Mcan express its dergirg ad aess pdides in a sirde

sytax

Meoer, Tath stib and trasit plides can coedst. Hs is irprtat sire saa A9

qerde &5 bith stub ard trasit fadlities ard regire suh hyhrid catrd.

Etrin
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6 Policy types

Hs ssdian atlits a taaoyg d itee plides far ite- Dtplgies thet dlowlaed
ad lypss lins. Fe taaug is ittedd to wer a Wk rage f A9 ad iterets. Ay
mticdla Raditedire v dsigh shald syprt a sigifat siset d these plicy typs bt
my it sygart dl o thende to tediid aadedty ad perfame casidrdias. Te
grerd taaogis imprtat impt toafudiad spdfion far B Meoer, it @n'le wed

to edwte ad aypre the sutdility ad capdees d eisting rating aditedues ad
pdads fa B see Stian 8

VWooick eages frantle Reearch Interret I the dférat pligy typs in tle famd
resare wsag plicy staerats. Tese staterats vre ddleded thragh itteriew vth agrcy
repesatdies, bt they do not repesat dd plicy Tese sage plicy staerats shald
not leirtepaed s gy plicy they ae poidd e aly & eagles.

Iteret plides fdl irto tw desses, axess ad dagryg Awess plides spdfy vio an
e resarcs ad udkr et cxdtias. Qagrg plides spedfy the retering acootirg, ad
bllirg irgerated by a prticdar A

6.1 Taxonony of Access Policies

VWhee idatifed the fdloing typs o acess plides thet A9 my vish to efae Qagrg
plides ae dsailed in the suseqert satin Sdtian 63 poids nre swdft eapes d
beth aceess and darg g plides wing B(Cpdicy staterats

Aoss plides typcdly are expessad in the fam principals of type z can have access to
resources of type y under the follouwtng conditions, z. Teplide ae aegrizd I ovacadrg
totle diition d yadz Inay prticlar imstace, exchd the pdicy typs vald ke further
gqdifed ly dfiition f legtirde pindpls, x i.e, Wit derateistics x st e inadyr to

awsss the resarce in qestion

VWrdler to ass plides desaribed by stib ad tramit A3 Fe tw rdes irdy dférat
rdidias fa resarce catrd, hower tle typs o pdides exessed are sitlar; ve expect the
supprting redmism to e canm & wll.

b ad trasit axess plides ray spadfy ay d tle fdloing prareters:

e Source/Destination
Suree/lastirtion plides peat o restrid canmiction aigmted by o dstined far
mticla A3 (o lusts o wer dasses witinan A).

e Path
Bth samitie plides spdfy wich AS my a may ot ke ssed thagh en rate to a
dstittion Fe ot grerd prth sesitive pdides dlowstib ad tramit A9 to exess
plides tht dprd an any component intke ADpth In dher wods, a stib Daadd
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the aypex ee, laterd caredtias st be suyprted dag wth the reas to axtrd the we
d suh aaredias in the rating pdods.

Te dffrat tqpdges irdy dffret pliy regireats. T fist o assuws tht
dl plides cn te expressed ad efreed in terrs  ddlas ad certs and distribited dugrg
scheres. Fe seord ol assures thet A9 vart rove vari edaatrd. oer their resarass, catrd
tht anrdt be @pued in a dlas ad @ts eric dae Wasaite the typs f plides
to ke supated ad poid eages in tle fdloing setian, Scticn 6 In bief, gven pivte
leterd lits, A9 mst ke de to express aness ad dagrg rdated restridias ad privlegs
tht dscririmete anan Mhasis. Tese plides Wil be dverse, dyaric, and rewreqirerarts
il eag oer tivg arseqetly syprt st e etasie ¥ eagle, the mdeg g ad
dugrgsdees d aysdelaglal senice wll wayoer tira ad my e rd divd y d durde
(eg, myties d s spdd e dds, to adiew pice dsaidmian).

Mte thet these ssugias dnt crgedty d b peduk soa adletiacnd A9 fran
“regrti atirg ava’ their plicy d ffreross, i.e, faring a fedrdiay ad card rting asirdifed
itter- Darfgrdion in adr to redee tle reqiremts fa itter Dredaism e,
ve mrtdn thet thee wll pesist dledias A9 thet wll b ad en b bdwe & a
sirde fedratiay th in the research cmity and, even nore preduimatlyy in the braady
amadd aen Meoe, ven it aes to itecreding aros these fedrdias, nn
regtidie d ffrenes wll aise emtidly It is ar gd todsd predeismtlet ae agdicdle
inthe brcadr aen

Fe Interret comity dsqed its aigrd pdad site wth aly A poisian fa
resare aatrd[d. Hs ves qariae & tle timd ddquat bsed an the assued am
ity (i.e, researders) ad the grard breeling retue o the tedrd ey Te et grerdion
d retwrk tedrdagy is rowbdrg dsiged to tde adatae  ligh sped rada ad to sp
prt Ligh derand traff geverated by nve powerfd. capiters and their adictias. [10 A th
TBPw hye thet the tedrd qoy be g dnd qed vill fiditsdf qdiedatsick d the research
amaity Hs timit wald ke irscsdde toigae resare arird regiremts ad nt to
my cadd dtertion to their spsdfedian

Frdly welokfavard tothe Trterret struture taing adertage f exraries o scde dred
by ettaroed carerdd serdes.  Mwer, in may respcts the pdlemthet stib A9 my
ths add Wil te faed by the ndtige regad ad lag tal cariers poid g the serices.
Te aiies’ dagrg ad reare atrd plides wll e apex engh to regire rating
redaism sitlar to aes g popsed far the cajex Dtqday e descriled ere
Wther the retvark structure is tased on pivate ar carerdd seriaes, the gl is to aastrit
plicy sersitive reded s thet Wl e traspret to ed was (i.e, the radaismae prt
tle ratirg infrestructure & the rebwark lewd, and ity an end to erd corcern).

expect private data netvorks to persist for the near future. As the tel ephone conpanies begin to introduce the next
generation of high speed packet switched services, the scenario shoul d change. However, we maintain that the result
will be a predom nance, but not conpl ete dom nance, of public carrier use for long haul commni cation. Therefore,
private data netvorks will persist and the routing archi tecture must accommodate controlled interconnection.

Etrin

Novenber 1989
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to tqpdegy ad plicy ey auterd thet in the lag termtle fdloing thee cndtias wll
edl:

o Tt pllic cariers Wil poick perwsive, aatitivdy pied ligh speed dita seriass.

o Teressitingtodagyd A9vill bestib (nt trait) AS cxrected toregad tackures,
Wichin tun itteraaret da mtige, cedapng lag lal tadbres, i.e, aHeaady
wthmolaed cretias betweensttb A a regads, ad o weticd lymss lids.

o T plicy regiremts d tle lackore ad stib A9 will Te lesed aly an dagrg far
resare wae & the stub Dto adbre Dbardary;, ad to seitling ascarts hetveen
16 gy rg becdre proidirs (regad tolaghal, adlagtal tolagbal).

Udkr these assugtias, tle pimy reqiremt fa grad Aiteraned is a reering ad
dagrgpdod. Te rating ddsiancn ke i ed s asitge lesst ast pthvith the reric
indlas ad eats. Indher wrds, restricias an aess to trarsit serdes wil be riird ad
the fudtiadity poddd by the rating pdoad reed it be darged si g feartly fromourrert

bnpl ex AD topol ogy and policy nodel T carter agrat is tht a mre capex
Dtpdegywll persist. 10 he dffrert assuptias st Dbcpd gy lead to the sigrifrartly
dffrert ssugias ot Dpdides.

s il ssues thet the tqpdgy d A9 wll inmy respcts e with tle peias
ol o inresed crmardd carier mrtid ption ad resdting Headicd strutue Ieer,
ve ati d pte usd dile ad parsistat exetias to the Heaardy Wessuathet there wil te
arddidysdl niter d laglal trast A9 (athe adr o 100, bt thet there my e tas
d thosads  regad A9 ad hinded o thosads o stb A3 (eg, capses, ldwrataies,
adpive cxpries). Te cutirglaglal dBing wll dffr, thintle sedes poidd
adin ther ey ad pidg RBgad mtwals wll celapless ad will cred caps
ad pivate capay retvarks. Iheer, ray stub A9 vill retdn sam pivete lderd lids far
pitid, tedicd, adrdidilityresas. kr eage, pliticd imativs ase agrizias to
imest in lymss lids tht are it dvaps jwstifile ana strid st caymrison besis; speddized
tedricd regirerats case agrizdias to imest inlids thet tee derataistics (eg, dta
rde, dHay era, sority) nt adldle fronpllic aries & a citie rde ad aiticd
reqirerats ase agrizaias toimest inredrcht ladk wplids far rdidility resas. Tese
engias to the dlerise reglar tqday ae b dsprsibe Tey wll persist ad nst ke
amrakted, prigs & tle eqase d gtidity, see Sctian 5 far mre dtd]l. Inaditian
ray pivde caymies Wl retdn ther ompivte lag bl retvark fadlities. 1 Gitid dffe
eoss betveen the tw s fdl onfranthe d ffrene in ssuptias regrd g Htgdagy In

°Mich of the remminder of this paper attenpts to justify and provide evidence for this statenent.

1Wffi 1 e private voice netvorks also exist, private data networks are more common. Voi ce requi renents are nore
standardi zed because voice applications are nore uni formthan are data applications, and therefore the commerci al
services more often have what the voice custoner wants at a price that is conpetitive with the private network
option. Ihta commni cationrequirenents are still nore specialized and dynamc. Thus, there is less opportunity for
econony of scale inservice offerings andit is harder to keep up to date with customer demand. For this reason we
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ldyratary Py redick in a caps AMdag wth wes #o ae legtimte was  dher D
resares. Meoer, ay ae pesm my be aledtirde wer d ndtige Rresares udy
wayirg crdtias ad axstrdits (see eages insetion 6). In atitiay wers can e fran
ae Mto avler. In dler wrds, a wer'’s rigts @n nt ke dterrimed sddy lased an tle
DOfrantich the ver's amricdias aigmte  Gseqetly Rost b aly idetify
resarces, it met idetify principal s 8 and assaddte dffrert qbilities ad rigts wth dffrert
pimas.

@ vy  reddrg the capaise d ataoy assod ded wthiteamedianis toirde
rat redmism thet ssue account abi [ty fa resaros wed Avartdility my e efaod a
pidi, eg, awss artrd redmism agied bfae rsare wae is paritted  Aterrtivdy
axartdility ray be efaed dter tle fat, eg, renrd lesprga merirg thet sypats ddec
tinad poids eddre to thrd prties (i.e, mprepdaia). Awutdility redaismen
dso ke wed to poidk feedmck to wers & to casugion d resares. Interrdly an Ddten
cd ds to cb aay wih such feedmck udy the patse thet cmmi atianis agdal gwd ad
stoldnt keidibited Fereis it resssailya ‘Bdd god’ aress Abardries. Terdae,
it leaxes nre gprgriae to lee resarce wag dsibe to weas, etler o it atid dagg
fa wae tdes dae  Acther rditionthet dives the reed far ancartdbility arss Abard
aies is tle geter waridility inirdeatdias. Dffrat irdemtaias o a sirde wtvark
pdod cnay getly & totldr efien(§. Wennt ssua artrd oer irderatdion
aross Dhordries. Boduk reduismsuh & retering (ad dergrgin sam cases) wald
irtradre a axcrete inative fa A3 to edgydliat ad arret irdeataias. Hslold
dlowan Mto adertise ad agdy suh axaurti rg reswes to iter- Dt

Insuray tle lak d gdad athaity the reed to sypat rebwrk resarce shering & wl
3 rebwrkitteramediay the cagex ad dradc mying d wers to AS adriglts, ad tle
red far accoutdility arass A9, are darateristics d irter- Doommicatias i dhmst be
tdenirto axart intle dsign f bith plides ad syprting tedrid redmism

5 Topol ogy nodel of Internet

Bfae dsassig plides per s w atlire ar md o irter- Dtapd gy ad lowit irfles
the tye d plicy supat reqired Mot rerters o the Trbernet comi ty agree thet the fiture
Iterret Wl caredt an the adr 10,000,000 termretion pirts ad 10,00 A9, e,
there are axficting ginias & to the Dtpday fa dich ve mst dsign RMradaism
e irfard agret is dscribed lere

Sinple AD topology and policy nodel Sramtes d the Ttemest cmrity diew
thet the curert arpex tqpdagy o irterarreded A9 is a tramiat atifat resdting frartle
eddtiaay mtue d the Reearch Interret’s listary ® Tediticd pirts d ths agrat rdate

8The termprincipal is taken fromthe conputer security commmi ty[7].
°Thvid Cheriton of Stanford University articul ated this side of the argunent at an Internet workshopin Santa
 ara, January, 1989.
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4 Why the problemis difficult

Bfae poredrg vith ar dsaigian d taqulay ad plicy reqirerats ths sectian atlires
seard assugias ad arstrdrts, rdy  tle lak f dda athaity the med to syprt
rebwrk resare staig s vl & evarkiteranetiay the capexad draic mpg o

wers to A9 ad privilegs, ad the med far acartdility ares A, Tese assugtias lirit
the sdtion spe ad rdse ddlegirg tedricd isses.

Fe prpse d pliy bsed rating is to dlow A3 to irterarret ad stare capter ad
rebwrk resares inaartrdledrarer. Wile ray dher pdiemd resare aatid, thereis
rogddd athyity Ech Ddfes its om plides wth respect to its om trali ad resarces.
Iweer, wile v assum o ddd athaity ad o ddd plides, w reagiz tht am
pete ataupidies m dprdre ad tledfae o amicdian Te mti-agriAia
irterrets atessed lere Iame itterart redas d ataay = Wl & reqiremts far iterdyen
dne @ redmismsiold dlovA to dsign ther oudries, irsteed o reqiring tht the
hordries be dther imperetrdde o dirreted

@ d the mt pdledic spds d tle pliey rating reyirerats idatifed lere is the
read to sugert bith etk resarce starirg ad itteraaredian arss A3 A eade d
resarce starirg is tw A9 (eg, agrdes, dsias, aupmies) staring retwrk resares (eg,
lins, o gtews ad lins) to tde adatae d ecnies d sde Roidrg trast sedos
to eterrd A9 is adler eape d wtwrk resore shaing  Iteraaredian is tle mae
amm eagde d A9 irterarreding ther irdperdatly sed retwrk resares to adiew
aorectivity acress the A9, i.e, to dlowa ser in ae Ato carmicate wth wsers in actler
A In san respcts, retwrk resaree axtrd is sirger than retvark irtercaredion aatrd
sine the ptatid drgrs ae ferr (i.e, dud d serie adlos  revne & arpred wth
a ke rag d dtads o end systern thagh retwrk itercometiay). M, catrdled
retwrk resaree staring is nee dflt tosypat. Inanitterns a pdet my trad thagh
anrer d trasit A aits vy totle dstirtion Wseqatly plides frardl trasmt A9
18t be axsi dred vien a et is beng sat, vieress far stb Maatrd aly the pides &
the twerd pitt AS Tme tote axsidred Indler wrds, axtrd]ed rebwark resaree shaing
ad trasit regire thet pligyefacrat te itegdedirtotle ratitg pdadds thersd ws ad
cnnt e let to mtwk catrd mduisma the end pirts. 67

@Gdictias dso resdt frantle fat the legtimte was € a Ak rsares ae nt
dl loted in tht A My was (ad their capters) wo ae fudkd by o ae dfidad
wth a mrticdla agny's pogamreick wthin the Dd the wer’s wiwsity a research

6 Another difference is that in the i nterconnect case, traffic traveling over ADA s netvork resources al vays has a
nenber of ADAas its source or destination (or both). Uhder resource sharing arrangenents nenbers of both ADA
and B are connected to the sane resources and consequentl y intra-ADtraffc (i.e., packets sourced and destined for
nenbers of the sane AD) travels over the resources. This distinctionis relevant to the witing of policies in terms
of principal affiiation.

"Economes of scale is one motivation for resource sharing. For example, instead of interconnecting separately
to several independent agency netvworks, a canpus network may i nterconnect to a shared backbone facility. Today,
interconnectionis achieved through a conbi nation of ADspecific and shared arrangenents. W expect this mxed
situation to persist for “well-connected” canpuses for reasons of politics, economes, and functionality (e.g., different
characteristics of the different agency-networks). See Section 5 for nore discussion.
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3.1 Policy Routing

Reias pdods suh & the Bteia Gesy Bdod (KB[3 etoded a linted mtian
d pligad A3 Inmtiala, ataoas sptembondries astrared tle fovd ating
dtdese iffardiay ad aly irdredly dced the ford dets thesdws. Worsidr
an Aliristretive Ioein (A) to te aset d fosts and retvark resaress (gtevas, lidls, etc)
thet is grermedlycammplides. Inlane ittermets thet aos agriainbardxies, eg, the
Rsearch Interret, irter- Drates st ke sd eted anad1g to plicrrd ded prades swch
&8 oot ad ass rigts, inaditian to the tradticd pramters d amedivity ad agstian
In dler vards, Rlicy Rutirg (B is reedd to muigte thagh the capex wb & plicy
hardries crested by nreras itteraomected A, Meoer, each Mles its om pivilegs
ad perspedtie ad therdfare st e its omedwiand legl ad peferred rates. Hits
ae owutrvy to dsd a evgrerdian d rafirg pdod thet Wil dloweath Dto
interdt] y exqress ad efaree plides regrdrg the fowd adets tq fran ad thragh its

resaresd.  *

Fe prpse d ths pper is to atialde the regiramts far sch plicy sed ratitg, To
aitid assugias vill shae tle tye o rating redeisnthe is daised

o Btplgd agimiad M ad
o Tty ard waidility d plides eqresad by /B

Ve e d the pdides exressed by omers  arret Reearch Interret resarces ad pivate

retwrks axrected to the Rsearch Interret to grerdize typs  pdides thet st le syprted

Rs top mefirt mst ke dre wth dtetian to the tedricd irdictias d the plicy stae

ratsif theresdt is tole wefd ingidigtedicd ddqrat. kr eage, san A3 egress

the dsire to efae lod arstrdrts oer lowadets trad to ther dstirtion Gher A9 ae

aly exoared ith pewting we d ther omrebwrk resares by restrictirg trasit. $ill ather

A9 are caverred privaily wih recori 1g the exparse  carrying trafti and proi d 1g feedmck

towers so thet wers il lint thar omdtafos; indher vards they are aooerred vith dag

irg, Bider to A9 vise pirary axoan is canmi @tian to ad frantets wthin ther A

B stub adto A e piray aan is aring dets to ad frandgler A & transit.
If e attess autrd  trasit dae, fa eage, the resdting redmism il nt reossaily
dlowven Dto axtrd tle fovd its mdets framsare to dstirdiay o to irdenat fisibe

dag g sderes. 5 Gr prpse is to aticlae a cpdesie st d regireats fo Ras
impt totle furtiad spdfediay ad edwiay d powsed patoads.

Novenber 1989

*These issues are under investigation by the IAB Autonomvus Networks Research Group and the IAB Qpen

Routing Wrki ng Goup. For further i nfornation contact the author.

BGene Tudik uses the anal ogy of international travel to express the need for source and transit controls. Fach
country expresses its own policies about travel to and through its land. Ttavel through one country en route to
another is anal ogous to transit trafft in the network world. Atraveler collects policy infornmation fromeach of the
countries of interest and plans an itinerary that conforns to those policies as well as the preferences of the traveler
and his/her hone nation. Thus there is both source and transit region control of routing.

Etrin
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3 Background

Te Research Int erne? s edwdfrarasitge beckare vick aren retwrk th ey camected
caps etwrls, to anirternet with mltige ass-cartry adkires, redad aoss rebwals,

ad a pdaan d caps wwals. A tirs drig its ddquat the Rsearch Interret
tepd ey appeared sorestet detic: Qerlagingfadlities adlded (& qused tolierardic )
arrstias sead to ke the rde rether thn the exegian "By the Rsearch Interret tqpd gy

is beaxirg roe reglar thagh cadmtian d sy inestrat ad adion  a Herady

siflar to tht o the tdedure ebards’. Te resdt is seerd cerl aying vk aren ladkores
arrscted to regad. rebwrls, Wichin tunaared to caps etwrls & i varsities, research
ldoretiaries, ad pivdte capries. Miwner, the tdegue retvark bes lderd amedias aly

& the Hghest led, i.e, letwenlag lal ariers. In the Rsearch Trterret there edst laterd
arrectias & exhled d the Herardy i.e, betwen caps (ad regad ) retvals & wll.

Mticd aagedtyis irtradeedin the Rsearch Interret by virtie f aaredias to pivete
rebwrls. My prive capmies are carected to the Rsearch Interret far prpses d reserch
a syprt ativties. Tese pivte comies cared in tle sam maver & capss, daa
rgad wka valaed lids todler capses. e, my apries lae thir om
rivete vk area retvarks i ch sl clly oed epith ke adfr regjad etwrds intle
rescarch itterret, 1.e., pivte wrticd Tyss lids.

Irdidt inths arpex tqpdagy ae agriztiad bundnies. e bardhies ddie A
rvistrative Irs (A9) dich peduk the impsition d asirge, @trdizdset d plides
adl resares. e sdjet o ths pyer is the plicy regiremts fa resare wag atrd in
the Rsearch Trterres.

Inthe redrdr  ths sedian ve dsaile tle pligy rating pdemin wery grerd term
Sctian 4 eairs the arstrarts ad regirerats tht des the pdlemddleagng ad
leak 18 to axduk thet a rewgrardion d rotirg ad resare artrd pdiods are readd
Sction b proids nre dtd]l auar assugtias & to the fiture top @y ad axfgrdian &
irtercarected A9, Wreturn to the sthjed d pdicy regirerats in Sdtian 6 ad ctegrize
the dffret typs d plides tht A9 in tle research internet ray vat to erfarce.  Induhd
in ths setian ae eapes & HC 3 plicy statererts. Sctian 7 idatifes typs & plicy
staterats tht ae pdledic to efae de to thir dmds, genlaity o prfamae
idicdias. Sserd pawsed redeism for syporting R(irdwrg B &7, 1@, 1104
1Ih) are dsossed hidly in Sdtion 8 Hrue HES ull dade o the aditetre ad
ctad s reedd to sugert the regirerarts reserted lere.

?The termBesearch Internet refers to a collection of government, university, and some private conpany, netvorks

that are used by researchers to access shared conputing resources (e.g., superconputers), and for research related
informtion exchange (e.g., distribution of software, technical docunents, and email). The networks that mke up
the Research Internet run the DODInternet Protocol [1].

3The Federal Research Internet Chordinating Committee (FRICO) is made up of representatives of each of the
maj or agencies that are invol vedin net worki ng. They have been very effecti ve i ncoordi nating their efforts toelimnate
ineffei ent redundancy and have proposed a pl anfor the next 10 years of i nternetvorki ngfor the governnent, scienti fic,
and education commmi ty[ 2] .
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Policy Requirenents for Inter Admnistrative Donai n Fouting

1 Status of this Meno

Fe prpse d ths remis tofous dsassanan priidd ar pddeminthe Iterret ad pssiBe
rdhd d sddicn 1o propesed sddtias in ths douat ae itedtd & stadhds far the
Iterret.  Riler, it is hoped thet & grerd cosams Wl aag & to the aypgride sddian
to suth pdiersy, lesd 1g eertidly to the dad et ad adygion o stadeds. Tstribtion

d ths rmis ulirted

2 Abstract

Hirts ae wwudray to dd o a ewgradian  rofitg pdod the wll dloweah

Alirstrati e Ion (A) in the goirg Iterret (ard irterrets in gererd ) to irckperdatly

exress aderface plides regrd 1g the fowd adets tq fram ad thraghits resores. 1 Hs
deuat atialabes the reqi rererts far pdicy tesed rating and shodd be wed & impt totle

furticd spedftdion ad edwtion d propsed pratonds.

To aitid ssupias wll shepe the tye d rating redeismttet is duised (1) the
tpdgd agriztiond A9, ad () the tye adwaidilityd plides expessed by A5, Ater
Jutifyirg ar ssupias regrdrg Diqulcgy ve mesat a taouy ad spdft eagss,

d pdides tht nst be sypoted by & Rpdod. Warduk wth a bidf dsassian
plicy rating redeism popsed in pedas BS (&7, 102 1104 105). Fhue HE wll
ddurde o the aditectre ard rabosd s meeckd to syt the reqirerarts eserted lere,

'The material presented here incorporates discussions held with nenbers of the IAB Autonomous Netvorks

Research Group and the (pen Bouti ng Wrki ng Group.



